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When biometric databases grow larger, a security breach or leak can affect millions. In order to protect against such a threat, || + When storing facial biometric samples with JPEG2000 it is recommended to use the layer progression type.
the use of encryption is a natural choice. However, a biometric identification attempt then requires the decryption of a potential
huge database, making a traditional approach potentially unfeasible. The use of selective JPEG2000 encryption can reduce the
encryption’s computational load and enable a secure storage of biometric sample data. In this paper we will show that selec-
tive encryption of face biometric samples is secure. We analyze various encoding settings of JPEG2000, selective encryption

parameters on the “Labeled Faces in the Wild” database and apply several traditional and deep learning based face recognition
methods. - faster traditional methods can be used for analysis

- traditional and deep learning based methods exhibit an identical behavior (with respect to encryption)
- The relevant part for biometric face recognition is at around 4-12% of the total codestream.
- Recomended to start encryption at the beginning and include at least the first 12% of the codestream.

- Traditional and deep learning based methods exhibit an identical behavior (with respect to encryption)
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. biometric data to be recorded and stored as JPEG or JPEG2000 0 to 15% and the unencrypted baseline (P). 20% and the unencrypted baseline (P). Only layer progression is shown.
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+ selective bit-stream protection using AES: secure, no loss of recognition
accuracy

+ low computational effort - For layer progression almost sufficient to protect the sample (~ 50%)

— some data left in plaintext — requires security analysis » Encryption of the structural information, from 0% — 4%, also is sufficient

: : : e 4 % Ay F ! ik Y Ay et G —_ ArcFace--- MobileFace — ShuffleFace —o— MBLBP - «- LBP for the protection of the biometric sample
Selective ]PEGzOOO security analYSIS P 01 2 03 04 05 06 O - 08 50 . The removal of the basic structure makes the refinement information
,3 # .~-- _.;”_‘ .-. i b PR, Y A

JPEG2000 coding settings }I"«:L%% fi\i :‘ ?’f«: # %ﬁﬁiiﬁ? 1}-:_"# :‘_g : 'gif ) u{ ; el 45 | (4% — 14% see small window encryption) unusable
\ LAz #"ﬂ" %_'!"ﬂ e h;, ..1: W
- resolution progression ik *"F%& n.i Twh ("}aﬁéﬂ* ity H e wes A et 40 : : : :
SR | L Increasing Encryption Window Size
» layer progression 09 10 11 12 13 14 15 16 35 go=-bc4---8"" 4
(c) increasing encryption window, encryption amount as given — 30 | | Equal error rates for the increasing window encryption with a size of 1 to
QueStion one: Where is the most relevant information for the face § 15% and the unencrypted baseline (P) Layer progression Only.
recognition algorithms Figure 1: Sample from the faces in the wild database, Aaron Eckhart #1, o 25 | |
. A fixed percentage of the codestream is encrypted, position is varied. with layer progression. The original is also shown labled P. =200 * — ArcFace--- MobileFace - ShuffleFace --MBLBEP - +- LBP
» small encryption window—The size of the sliding window is fixed to 0.5%
of the bitstream, the offset varies from 0% to 15% in steps of 1% Data for EXp eriments
+ large encryption window—The sliding window is increased, but still | [ 1 3peled Faces in the Wild (LFW) database
fixed, in size to 4%, the offset is varied from 0% to 20% in 2% steps , _—
+ well known public database P O 123456 7 8 9 10 11 12 13 14 15 <
Question two: What is the minimum amount of encryption required . 13,233 face images . =
to protect the biometric face sample o c Otfset [%] =
. . . . . . + 9, 749 ditferent identities Layer progression with error correction. =
« increasing encryption window—Encryption starts at the beginning (0%) | . , , 4 illuminat; - _ 1 70 0f0.5% h ligible b
and the encryption amount increases from 1% to 15% in steps of 1%. - large variations in pose, expression and illumination + T ?encryptlon window size 010.5% hasa negligible impact on the recog-
An example with the different encryption types is given in 1. nition performance and can not be considered secure.
Face Recognition Methods Evaluation and Training + Deep learning methods outperform traditional methods.
+ Traditional methods, compared with x* similarity measure: . 10-fold split of 6000 face pairs - Traditional methods (LBP and MBLBP) act similarly to the deep learning 0 P 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
- Local Binary Patterns (LBP) . . _ _ . based methods. . .
_ - images were aligned and cropped (to 112x 112 pixel) by using the Reti- o . . Window Size [%]
— Multi-Block LBP (MBLBP) naFace detector - Training and evaluation of deep learning methods takes longer.
- Deep convolutional neural networks, compared with cosine distance: - Important structure for biometric recognition is localized in layer pro- - For layer progression security is reached when encrypting the coarse
_ ResNet-ArcFace (ArcFace) The equal error rate (EER) gression mode between 4% — 14%. structure that lies between 5% and 12%.
- MobileFaceNet (MobileFace) » Mean accuracy and area under curve agree with the EER and aren’t given - Layer is in all following cases the better methods because it condenses + For resolution progression (not shown) requires more encryption for se-
_ ShuffleFaceNet (ShuffleFace) + 50% EER is guessing (protected samples can’t be used for comparison) the important structure. Progression will no longer be shown. curity. This is slower and not recommended.




