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What is Face Morphing?

Morphing - Creation of an artificial target image which resembles information
of two (or more) source images

(a) Subject 1 (b) Morph (c) Subject 2

Figure: High Quality face morph of two subjects.

L. Debiasi et al. : On the Detection of GAN-based Face Morphs 3/15



Motivation

Face recognition systems (FRS) have been found to be highly vulnerable
to face morphing attacks
Ferrara et al. [1]: “The magic passport”→ severe security risk to ABC

Figure: Automated border control (ABC) gates at an airport [2].

FRS need to be robust against face morphing attacks
Classical attacks are based on facial landmarks, future attacks might be
based on different techniques, e.g. neural networks
Damer et al. [3] proposed a novel morph generation scheme based on
generative adversarial networks (MorGAN)
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MorGAN Dataset

Figure: Dataset examples.

Based on recent work by Damer et al. [3]

Built on the CelebA [4] data set
Morphed images based on...

Facial landmarks (LMA)
Generative Adversarial Networks (MorGAN)

Contains 1500 bona fide, 1000 LMA and
1000 MorGAN morphed images

Image size of 64× 64 pixels (below the ICAO
recommendations)
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Quality of Morphed Face Images
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(a) SSEQ [5]
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(b) BRISQUE [6]
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(c) OG-IQA [7]
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(d) BIQI [8]

Figure: Quality score distributions for various no-reference image quality metrics.
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Experimental Setup

Investigated Morphed Face Image Detectors
Classical image descriptors: Local Binary Pattern Histogram (LBPH) with
SVM classifier [9]

Deep Learning: CNN with transfer learning [10]

Digital Image Forensics: Photo Response Non-Uniformity histogram
(PRNU-HIST) [11] and variance analysis (PRNU-VAR)[12]

Experiments
Known (K) and unknown (U) attacks with different morph types:

Attack Type Training Test

K-LMA LMA LMA
K-MorGAN MorGAN MorGAN

U-LMA MorGAN LMA
U-MorGAN LMA MorGAN
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Experimental Setup (cont.)

Evaluation
The assessment of the morph detection performance is based on metrics
defined in ISO/IEC 30107-3 [13]:

Attack Presentation Classification Error Rate (APCER): morphed face
presentations incorrectly classified as bona fide

Bona Fide Presentation Classification Error Rate (BPCER): bona fide
presentations incorrectly classified as morphed

The detection systems are evaluated at different operating points:

Detection equal error rate (D-EER): where APCER = BPCER

BPCER10: where APCER = 10%

BPCER20: where APCER = 5%
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Morph Detection Results: CNN

Attack Type D-EER BPCER10 BPCER20

K-LMA 0.00 0.00 0.00
K-MorGAN 0.34 0.67 0.78
U-LMA 0.04 0.00 0.02
U-MorGAN 0.50 0.90 0.95
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Morph Detection Results: LBPH

Attack Type D-EER BPCER10 BPCER20

K-LMA 0.09 0.08 0.14
K-MorGAN 0.01 0.00 0.00
U-LMA 0.23 0.38 0.49
U-MorGAN 0.19 0.29 0.39
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Morph Detection Results: PRNU

Feature Attack Type D-EER BPCER10 BPCER20

PRNU-VAR
U-LMA 0.47 0.85 0.92
U-MorGAN 0.43 0.85 0.92

PRNU-HIST
U-LMA 0.30 0.49 0.58
U-MorGAN 0.33 0.69 0.81
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Conclusion

Detection of morphed face image attacks integral part of automated FRS

Evaluation of detectability of LMA- and GAN-based morphed face images
in different attack scenarios

Preliminary outlook on the detectability of future face morphing attacks

CNN-based detector fails at detecting MorGAN morphs, but excels at
detecting LMA morphs

LBPH has very good performance for known attacks (MorGAN and LMA),
but performance severely drops for unknown attacks

PRNU-based detectors show overall weak, but consistent performance
among all attack scenarios.

Future work: Enhance MorGAN approach to produce higher resolution
images
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Thank you for your attention!


