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ABSTRACT

In this paperwe proposeo usesecretkey-dependenpara-
metric waveletfilters to improve the securityof digital wa-
termarkingscheme®peratingin the wavelettransformdo-
main. We show that the parametrizatiorof wavelet filters
canbe easilyintegratedinto existing wavelet-basedvater
markingalgorithms,resultingin improved securitywithout
additionalcomputationatompleity. Both, robustnessand
imperceptibilityareadequatdéor mary applications.

1. INTRODUCTION

Recently numerougdigital watermarkingalgorithmshave
beendevelopedto help protectthe copyright of digital im-
agesandto verify multimediadataintegrity. Most water
markingalgorithmstransformthe hostimageinto adomain
thatfacilitatesembeddingof the watermarkinformationin
arobustandimperceptiblevay. Previousapproachesften
employedthediscretecosinetransform(DCT) to markper
ceptuallysignificantcoeficientsin thelow-frequeng spec-
trum [1]. Also, the widely usedJPEGcompressiorstan-
dardis basenthe DCT. However, new requirementsuch
as progressie andlow bit-rate transmissionguality scal-
ability and region-of-interest(ROI) coding demandmore
efficient and versatileimagecoding. The upcomingcom-
pressionstandard]PEG2000will be basedon the discrete
wavelettransform(DWT) to meetthenew requirement§2].
Therefore,it is imperatie to studywatermarkingschemes
in thewavelettransformdomain.

In this paper we will focuson the possibility to con-
structsecretwavelet filters to improve the security of wa-
termarkingapplications. Fridrich [3] introducedthe con-
cept of key-dependenbasisfunctionsin orderto protect
a watermarkfrom hostile attacks. Hostile attacksexploit
the knowledge of the watermarkingalgorithm to destry
or remove the watermark. By embeddingthe watermark
informationin a secrettransformdomain, Fridrich’s algo-
rithm canbetterwithstandattackssuchasthosedescribed
by Kalker [4] employing a public watermarkdetectorde-
vice. However, Fridrich’s approachsuffers from the com-
putationalcompleity andthestorageequirement$or gen-

eratingnumerousrthogonapatternsof the sizeof the host
image. Neverthelesswatermarkingschemesuchasthose
presentedby Wang[5] or Kundur[6] call for amechanism
to protectthe location where watermarkinformation has
beenembeddedOthersecuritytechniquessuchaspseudo-
randomskippingof coeficients,seriouslylimit the robust-
nessand capacityof the scheme. Therefore,we propose
to constructsecretwaveletfilters via parametrizatiorio de-
composethe hostimage. Due to the secrettransformdo-
main,thelocationof thewatermarknformationis protected.
Several parametrizationgor orthogonaland bi-orthogonal
waveletfilters arereadily available[7], allowing to choose
parameterérom a vastkey-space.We will shav the appli-
cability of this approaclanddemonstratéts robustness.
The next sectiongivesan overvien of currentwavelet-
basedwatermarkingalgorithmsand their weaknesseslIn
section3, we describethe conceptof wavelet parametriza-
tion. Section4 presentsobustnesgesultsusingparameter
izedfilters. Concludingremarksaregivenin section5.

2. WAVELET DOMAIN WATERMARKING

Basedon the work of Cox [1] in the DCT domain, Kim
[8] utilizesDWT coeficientsof all subbandsncludingthe
approximationimageto equallyembeda randomGaussian
distributed watermarksequenceén the whole image. Per
ceptuallysignificantcoeficientsareselectedy level-adap-
tive thresholdingto achiese high robustness However, the
locationof the watermarkinformationis not protectedand
openfor maliciousattacks.

Following thedesignof hismulti-thresholdvaveletcod-
ing schemeWang[5] proposesa watermarkingalgorithm
that refinesKim’s thresholdingschemeand selectssignif-
icant coeficients on a per subbandbasis. Here, random
skipping of significantcoeficientsis discussedisa mean
to achieve non-irvertibility [9] andimprove watermarkse-
curity althoughthis will alsolimit the robustnessand ca-
pacity of the scheme.Additionally, it is proposedo keep
thewavelettransformstructureandfilters secretin orderto
protectthe locationof embeddedvatermarkinformation.

Watermarkingscheme®f the above type have demon-



stratedexcellent robustnes¢o mary forms of image pro-
cessingdistortions. On the other hand, their security is
guestionablevithout protectingthecoeficientscarryingthe
watermarkinformationfrom a maliciousattacler.

Kundur[6] is embeddinga binary watermarkby modi-
fying the amplituderelationshipof threetransform-domain
coeficientsfrom distinctdetail subband®f the samereso-
lution level of the hostimage. The securityof this schemes
lies entirely in the pseudo-randonselectionof coeficient
locations.To strengthertheblind watermarlextractionpro-
cessKundurresortgto repetitionanda referencenark.

Thereis atradeof betweerrobustnesandcapacityver
sussecurity In thenext sectionwe introducefilter parame-
trizationto adda securityframework to the watermarking
schemegresente@dbove without seriouslyharmingrobust-
nesscapacityor imperceptibility

3. FILTER PARAMETRIZATION

In orderto constructompactlysupportedrthonormaivave-
lets, solutionsfor thedilation equation

o(t) = (2t — k),

kEZ

with ¢ € R, have to be derived, satisfyingtwo condi-
tions on the coeficients ¢, [10]. Schneid[11] describes
a parametrizatiorfor suitablecoeficients ¢, basedon the
work of Zou [7] to facilitateconstructiornof suchwavelets.
Given N parametervalues—7 < a; < 7, 0 < i < N, the
recursion

g = Hadd =
i = 3((hp e ) (T+cosan 1)+

(cg(_nl-u)—k—l - cg@{q—l)—k%)(_l)k sinan_1)
canbeusedto determinehefilter coeficientSc}c", 0<k<
2N + 2. Wesetc, = 0for k < 0andk > 2N + 2.

We proposeo decompos¢he hostimageusingwavelet
filters constructedvith the above parametrizationThe pa-
rametewaluesusedor constructiorandtheresultingwavelet
filter coeficients are kept secret. Hence,the watermark
information can be embeddedn a secretmulti-resolution
transformdomain,makingit difficult to mounta hostileat-
tackthatseekdo destry or remove watermarkinformation
at specificlocations.Our concepts illustratedin figure 1.

A problemwith randomly-constructegarametriavave-
letfiltersis thatthehigh-pass/la-passiecompositiomprop-
erty is partially lost. Somedegreeof wavelet smoothness
is desirablefor mostapplications. Therefore we calculate
thesecond-ordelocal variation(differenceof awaveletse-

guence
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as a simple measureto ensurewavelet smoothnesg12].
We canrestrictour key-spaceto parametersuchthatonly

waveletsof certainsmoothnessreproducede.g. Véz) <

V{?, whereV{? is the smoothnessneasureof the Haar
wavelet. Clearly, this is a tradeof betweensecurity (key-
spacejanddecompositiompropertieof thetransform.

Hsu[13] stateghatthe choiceof the waveletfilter is a
critical issuefor the quality of the watermarled imageand
the robustnesgo compressiorattacks. However, the filter
criteria for watermarkingpurposesare differentcompared
to imagecompressiorapplications. Filters that pack most
enegy of the original imagein the lowestresolutionap-
proximationimagegive bestcompressiomperformancee-
causeinformationin the detail subbandsanbe easily dis-
cardedwithout severe perceptibleimagedistortion. How-
ever, watermarkingapplicationsusingsuchfilters to embed
watermarkinformationin thedetailsubbandsvill seriously
suffer from compressiorattacks.

Employing secrefilter parametrizatioin wavelet-based
watermarkingalgorithmshasthefollowing advantagesFirst,
securityis improvedbecausdostileattackshave to operate
in the transformdomainusedfor watermarkembedding.
Our experimentsindicatethat the size of the key-spaceis
at least63000parameteicombinations. Second filter co-
efficients for watermarkembeddingcan be constructedn
animage-adaptie way to maximizerobustnessgainstspe-
cific compressiorattacks. Third, thereis no needto mod-
ify provenwatermarkingschemegonly absolutehresholds
have to be adjusted).A wavelettransformbasedon secret
filters canact as a securityframeavork independenbf the
embeddinglgorithm.

4. RESULTS

We conductall our experimentswith the 512 x 512 gray-
scaleimage’Lena’. Oneblind andtwo non-blindwavelet-
basedvatermarkingalgorithms(describedn section2) are
usedto embedand extract watermarkinformation without
perceptiblémagedegradation.The performancef thewa-
termarkingschemess evaluatedoy calculatingthe normal-
izedcorrelationmeasure.

First, we demonstratdéhe robustnessagainst compres-
sionattackghatcanbeachiezedwhenusingrandomlycho-
senwavelet filter parameters.We construct169 different
waveletfilters, uniformly separatedn the parametespace
(N = 2;00,a1 € {—3.1,-2.6,...,2.4,2.9}; A = 0.5).
Next, we embeda watermarkin the hostimagesusingone
of the available parametricfilters for wavelet decomposi-
tion; for referencewe alsotestthe Daubechies-&nd9/7-
bi-orthogonalfilter. The embeddingalgorithmsare briefly
discussedn section2. The watermarled imagesare sub-
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Fig. 2. Daubechies-@&nda parametriovavelet(cy = —0.4815, a; = 2.6585) (left). Regionsof smoothnesgblack)with
ng) < Vlf) for N = 2 (middle). Correlationmeasurgor Kim’'s schemekey-spacerestrictedto smoothwavelets— the
embeddednarkcanonly beretrievedwith the correctfilter paramete(right).

jectedto JPEGand JPEG2008 compressiomwith different
quality or bit-rate settings,respectrely, resultingin com-
pressionratios from approximatelyl:4 up to 1:80. Fig-
ure 3 shavs thatall waveletfilters provide adequateobust-
nesshowever, the9/7-bi-orthogonafilter givesbestresults.
We conductedheexperimentwith all 169 parametridilters
but only shav the averagecorrelation. The performanceof
our parametridilters canbeimprovedby restrictingthe pa-
rameterspacesuchthat only reasonablesmoothwavelets
areused. In that case,one can expectresultscloseto the
Daubechies-ilter.

The next experimentexaminesthe securityof our filter
parametrizatiorapproachFor eachalgorithm,we generate
awatermarkandembedt usinga secrefparametriovavelet
filter (e.g. ap = 1.7585,; = 1.0585). Thenwe try to
extract that watermarkbut randomly’guess’the transform
parametersvithin the key-space Figure4 suggestshatthe
watermarkcan only be retrieved correctly with matching
waveletfilters. We tested53504 uniformly distributedpara-
meters(N = 2; ap,; € {—3.14,-3.11,...,3.11,3.13};
A =0.025).

We repeatthe experimentbut restrictthe key-spaceto
parametershat producesmoothwaveletsaccordingto our

lusing JasPer(basedon the JPEG2000wnorking draft), seeht t p: //
spny. ece. ubc. ca/ peopl e/ ndadans/ j asper /i ndex. ht m

measureVga < V. Theembeddedavatermarkcanonly be
retrievedwith matchingparametridilters (seefigure 2).

5. CONCLUSION

We have introducedthe concepiof waveletfilter parametri-
zationto improvethesecurityof watermarkingapplications.
Our approachs easyto integratein existing watermarking
schemes.The experimentsindicatethat the level of secu-
rity provided is adequatdor mary applications. Because
our proposedsecurityframevork doesnotrequireany com-
putationaloverheadit is especiallysuitedfor video water
markingor otherreal-timeapplications.Furtherwork will
investicatethe parametrizatiorf bi-orthogonalwaveletfil-
ters.
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