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Abstract— We  present improvements in lightweight
transparent JPEG 2000 encryption with lifting parameterized
biorthogonal wavelet filters. Security is further enhanced by
a combination with the wavelet packet transform. Different
methods for the selection of a suitable wavelet packet basis
are presented, which also make a certain amount of control in
the trade-off between security and computational complexity
possible. The combined approach of parameterized filters
and wavelet packets is evaluated with regard to compression
performance, complexity and security.
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I. INTRODUCTION

In recent years multimedia security has matured into a
central and important research topic. The need for privacy and
confidentiality in multimedia applications that are becoming
increasingly popular and widespread, and efficient access
control to secure revenue streams by preventing unauthorized
access to multimedia content, are just two reasons for this de-
velopment. With the increasing use of the JPEG 2000 standard
[1], the need arises for methods that provide confidentiality and
access control in JPEG 2000, as addressed in part 8 (JPSEC)
of the standard. In this paper, we discuss techniques to enhance
the security of JPEG 2000 lightweight encryption, based on
parameterized wavelet filters and the wavelet packet transform.

When visual content is to be encrypted, a possible approach
is the full encryption of the compressed bitstream with a
traditional cipher, such as AES. The high level of security that
this approach warrants comes at the cost of high computational
demands and loss of functionality, such as retaining bitstream
compliance and scalability [2]. Lightweight encryption aims
at trading security for other functionality and/or decreasing
computational complexity. In the context of wavelet coded im-
age data, various methods have been proposed for lightweight
encryption: securing coefficients by encrypting sign bits and
by scrambling refinement bits [3], partial encryption of signif-
icance information [4], scrambling coefficient signs in code-
blocks or entire layers in a JPEG 2000 bitstream [5], [6],
and random permutations of coefficients and code-blocks [7].
All of these approaches aim at providing full confidentiality,
i.e. completely blocking access to the encrypted data for
users who lack key data. However, especially in the area
of multimedia there are applications which do not require
strict confidentiality. Such decreased requirements in security
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allow a controlled trade-off between security, complexity and
functionality.

Macq and Quisqater [8] introduce the term “transparent
encryption” to refer to encryption schemes in which portions
of the original data are accessible in degraded quality even
without key. The full quality version is restricted to legiti-
mate users. Transparent schemes are applied in try-and-buy
scenarios, in which access to the lower quality data may serve
as an incentive for purchasing the full quality version. For
transparent encryption of JPEG images, [9] suggest to encrypt
sign and magnitude bits of medium and high frequency DCT
coefficients. [10] extends this idea to “multiple encryption”,
where different sets of DCT coefficients are encrypted by
different content owners, and “over encryption”, where these
sets do not have an empty intersection (i.e. coefficients are
encrypted twice or even more often). Transparent encryption
based on the encryption of enhancement layers is proposed
by [11], [12] using a scalable video codec based on a spatial
resolution pyramid and by [13] using a SNR scalable MPEG-2
encoder/decoder.

We present methods for lightweight transparent JPEG 2000
encryption, that allow a controlled adjustment of the balance
between security and complexity. Vulnerability to some attacks
that exists for previously suggested approaches is decreased or
completely avoided.

II. SECURITY ISSUES FOR LIGHTWEIGHT ENCRYPTION
WITH PARAMETERIZED FILTERS

In a previously suggested approach [14], secret parame-
terized biorthogonal wavelet filters are used for lightweight
transparent encryption. The idea of this method is to keep
the parameters that are used for creating the wavelet filters
secret, either by making them the secret key or by encrypting
the relevant portion of the header with a traditional cipher. In
this way, the properties of the transform domain are hidden
and reconstruction of the full quality image is restricted
to legitimate users. Transparent encryption is supported in
that reconstruction can be performed with filters that are
parameterized with values different from the parameter used
for encoding, but distortion is introduced for the images
obtained in this manner. The produced bitstream is compliant
to the JPEG 2000 standard, so a lower quality version of
the original image can be obtained with a standard JPEG
2000 part 1 decoder. In order to get access to the full quality
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version, the correct key data has to be obtained and a JPEG
2000 part 2 codec has to be used. The approach, which
integrates encryption with compression, has the advantage
that the overhead in computational complexity is low and the
amount of information to be encrypted is small.

The used parameterization for biorthogonal wavelet filters is
integrated with the wavelet lifting scheme [15]. It is based on
the combination of the lifting steps of the 9/7 wavelet [16] with
conditions of the perfect reconstruction theorem [17] and the
symmetric properties of the 9/7 wavelet. Parameterization is
only dependent on a single parameter . The keyspace spanned
by the discretization of the available parameter range of « is
quite limited. To increase the number of possible keys, the use
of “inhomogeneous” and “non-stationary” variation in the used
parameterized wavelet filters is proposed. ‘“Non-stationary”
variation refers to the use of differently parameterized wavelet
filters for each resolution level. In the case of “inhomoge-
neous” variation, differently parameterized wavelet filters are
used for horizontal and vertical wavelet decomposition.

Some attacks on this scheme are discussed in [14]. If
inhomogeneous and non-stationary variation are used, the
parameter space is of dimension 2/ where [ is the number
of wavelet decomposition levels. A full search of all discrete
parameter values (the exact number of which depends on the
discretization function used) in this space is not feasible. Only
a search with larger discretization bins can be performed,
but as shown in the results in [14], such a search technique
cannot be used to obtain the full quality version of the image.
However, for encoding values at the border of the parameter
range, close hits in the attack achieve results that are near
the original quality, which rules out application scenarios that
require a guaranteed degradation in image quality. To enhance
security in this respect, we propose the use of non-uniform
discretization and wavelet packets.

III. IMPROVING SECURITY
A. Tuning the Parameter Range

The possible range for « that yields good compression
results and maximizes keyspace size is given as [—6, —1.4] U
[0.2,6.0] in [14]. Discretization is performed in intervals of
equal size. The admissible size of the intervals depends on
the quality degradation required by the application. In our
tests we use 255 bins for discretization. We have found
that compression performance for the parameterized filters is
influenced by the quantization step signalling strategy chosen
for JPEG 2000 encoding. JPEG 2000 part 1 defines two
strategies: if expounded signalling is used then quantization
steps are coded for each subband individually, whereas if
derived is used, quantization step signalling is only done
for the approximation subband, and the step size is inferred
from this value for the detail subbands. As illustrated by
Figure 1, low positive parameter values generate filters for
which derived signalling fails. If this strategy has to be used
(which is the case for complex wavelet packet decompositions
at low bitrate), then the parameter range has to be adapted
accordingly.
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Fig. 1.  Compression performance of parameterized filters for different
JPEG 2000 quantization signalling strategies (“Lena”, rate 0.25bpp)
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Fig. 2. Compression performance for random parameterization with ex-
pounded signalling, (“Lena”, rate 0.25bpp)

Interestingly, we also found combinations of parameterized
filters, that when used together (by non-stationary and in-
homogeneous combination) produced non-competitive results
for the expounded signalling strategy. Each of these filters
achieves normal compression quality when used “alone” in a
classical DWT. Surprisingly, the combinations also work fine
with the derived strategy. Apparently the combination of these
filters produces coefficient data that makes the analysis of the
expounded strategy fail. In all of these combinations at least
one positive filter value is contained, but not necessarily of
low value. This gives two options: (a) One option is to check
the quality of the reconstructed image after encryption. This
introduces computational overhead, but preserves keyspace
size. If an unsuitable combination occurs, encryption has to be
repeated. This event is unlikely, but still the potential overhead
in computational complexity might make this option infeasible
in some scenarios. (b) Discarding the positive range leads to a
severe reduction in keyspace, but this option completely avoids
the unsuitable parameter combinations.

In our tests, we use equal sizes for the negative and positive
range, [—6, —1.4] U [1.4,6.0]. For this range, Figure 2 shows
the results of 8000 test runs with randomized non-stationary
and inhomogeneous variation for the pyramidal wavelet de-
composition with expounded signalling. It can be seen that
the combinations for which this strategy fails are rare (about
0.1%).

Large absolute values of aenc used for encoding have been
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Fig. 3. Examples of discretization strategies, “Lena”, rate 1

shown to be vulnerable to attacks that try to approximate
Qenc- The environment of values near aee that yield results
of high quality when used for decoding increases in size with
larger absolute value of appc. In order to make the encryption
scheme more robust and have parameter values with similar
security, we use the square function to partition the range of
Qlenc- Figure 3 shows that by this measure, simple attacks like
probing the keyspace with a number of values for each of the
parameters become less effective. The results shown are for
“Lena” at rate 1 bpp, with the attack using three guesses for
each parameter. Figure 3 also shows that the scheme cannot
be used for providing strict confidentiality, as any combination
of parameters will yield images in which the original content
is discernible. For some combinations quality degradation is
small, which is not acceptable for most application scenarios.

B. Wavelet Packets

The wavelet packet (WP) transform [18] is a generalization
of the pyramidal (or Mallat) wavelet transform. In the case
of the wavelet packet transform, recursive decomposition is
not restricted to the approximation subband, but can also
be applied to any of the detail subbands. This results in a
larger space of possible decomposition structures, of which
the pyramidal decomposition structure is only one element.
In combination with the best basis algorithm [18], wavelet
packets have successfully been employed for compression of
visual data with unusual properties in the frequency domain,
such as textures with oscillatory patterns [19]. Secret wavelet
packet decompositions have been proposed for lightweight
encryption by [20].

To enhance encryption security, we extend the concepts of
non-stationary and inhomogeneous variation in parameters to
wavelet packets. Using a pseudo-random number generator,
for each subband we create one parameter value for horizontal
decomposition and one value for vertical decomposition. For
a full level | wavelet packet decomposition this leads to
Zi:l 2 - 40=1 parameters involved, e.g. 682 parameters for
level 5. In the pyramidal case there are only 2/ parameters,
i.e. 10 parameters for level 5. The advantage of using wavelet
packets is a massive increase in keyspace size. The drawback
of using wavelet packets is an increase in computational
complexity: Each additional parameter comes at the cost of
a wavelet decomposition of a detail subband. The balance

between security and complexity can be regulated by choosing
more or less complex wavelet packet decompositions. There
are several ways to select a wavelet packet decomposition.
Each has different implications for compression performance,
complexity and security, which is discussed in the following.

a) Pyramidal wavelet decomposition: The pyramidal
wavelet decomposition is low in computational demands
and yields good compression results for natural images. As
discussed above, when parameterized filters are used for
lightweight transparent encryption, the level of security is
significantly lower than for wavelet packet decompositions.

b) Full wavelet packet decomposition: In the full wavelet
packet decomposition recursive decomposition is applied to
each subband. If the full wavelet packet decomposition is
used, the size of the keyspace is maximized. At the same
time, the decomposition and reconstruction of this approach
are computationally demanding: The order of complexity for
a level [ full wavelet packet decomposition of an image of size
NZis O, 22("_1)22@[7:)) compared to O(Y}_, 22<N7:>)
for the pyramidal decomposition. A drawback with using the
full WP-decomposition is that compression performance drops
for most images.

c) Best basis: The best basis algorithm (BBA) applies
an additive costfunction to find an optimal wavelet packet
decomposition structure for a target image. Because for this
purpose first a full wavelet packet decomposition has to be
created which is then successively pruned, this method has the
highest complexity of all. The advantage of this method lies
in the wavelet packet structured being tailored to the source
image, which leads to increased compression performance.
The size of keyspace depends on the source images used.
This fact makes using the best basis an interesting option for
databases of images that typically show oscillatory patterns,
such as fingerprints or textures. For such images, the wavelet
decomposition structures found with the best basis algorithm
typically differ markedly from the pyramidal decomposition
and compression performance is increased.

d) Randomized WP decomposition structure: For natural
images the marginal gains in compression performance do
not justify the high computational demands of the best basis
algorithm. To control the level of complexity in our scheme,
we use randomized wavelet packet structures. The algorithm
for creating randomized wavelet packet structures proposed by
[20] allows to set requirements and limits for the complexity of
the resulting wavelet packet structure. Furthermore, it allows
to tune the properties of the randomized structures to work
well with natural images (at the expense of keyspace size
compared to a full decomposition). The set of parameters
includes maximum global decomposition depth of all sub-
bands, minimum and maximum decomposition depth of the
approximation subband, as well as parameters influencing
the probability of decomposition for a subband, based on
its decomposition depth. It can been shown that the average
compression quality for randomized wavelet packet structures
with appropriate parameters is competitive with the pyramidal
decomposition [20].
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Fig. 4. Attack on “Barbara” (1bpp, uniform bins, pyramidal decomposition)
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For all wavelet packet decompositions it should be noted
that for expounded quantization step size signalling, the infor-
mation overhead increases exponentially. Therefore it is neces-
sary to use derived signalling of quantization step sizes when
complex wavelet packet decomposition with many subbands
are used at low bitrates. As discussed above, this makes a
reduction in the positive part of the parameter range necessary.

IV. SECURITY EVALUATION

Attacks that try to search the parameter space become more
difficult due to the increased number of parameters and the
improved method of discretization. In the following simulated
attacks we aim at assessing the contribution that is made to
security by these two improvements, so we assume the packet
decomposition structure is known to the attacker. Keeping the
wavelet packet structure secret can be used to further increase
security. If randomized wavelet packet structures are created
with a pseudo-random number generator as the source of
entropy, then the same seed as for the randomized filters can
be used. Thus the amount of information to be encrypted does
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Fig. 7. Attack on “Lena” (1bpp, square bins, randomized WP decomposition)

not increase. A discussion of attacks on secret wavelet packet
scenarios can be found in [20].

Figures 4 to 7 illustrate the gain in security that can be
achieved by using randomized wavelet filters in combination
with wavelet packets. For Figure 4, the image “Barbara” was
encoded with the pyramidal wavelet transform and uniform
discretization was used for the randomized wavelet filters at
each decomposition level. Figure 5 illustrates the increase
in security that can be achieved with the introduction of
randomized wavelet packets. Figure 6 and Figure 7 show
the performance for randomized wavelet packet structures in
combination with non-uniform discretization for “Barbara”
and “Lena”, respectively. The random structures were gen-
erated with a maximum global decomposition depth of five,
a fixed decomposition level for the approximation subband
of five, and decomposition probabilities that produce wavelet
packet structures of medium complexity. For the pyramidal
decomposition in combination with uniform discretization
some results of the search attack are very near the full quality
that should only be obtainable with the correct key (Fig. 4).
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Wavelet packets lead to some improvement (Fig. 5). In the case
of wavelet packets with non-uniform discretization, the quality
degradation is most efficient, and quality for attacked images
ranges in a band from about 10 to 23 and 25 dB for “Barbara”
(Fig. 6) and “Lena” (Fig. 7), respectively. For transparent
encryption this ensures discernibility, while maintaining a clear
degradation of visual quality compared to the original image.
Figure 8 gives visual examples for both images (attack run
#20739).

(¢) WP decom-
position, non-uni-
form discretization
(18.8 dB)

(a) “Lena”, Origi-
nal Image

(b) Pyramidal de-
composition, uni-
form discretization
(22 dB)

(d) “Barbara”,
Original Image

(e) Pyramidal de-
composition, uni-
form discretization
(23.3 dB)

(f) WP decompos-
ition, non-uniform
discretization (18
dB)

Fig. 8. Visual Examples of Attacks, 1bpp

V. CONCLUSION

The proposed approach has the advantage of providing
a handle for adjusting the balance between complexity and
security. If the pyramidal decomposition is used, a minimum
level of security can be achieved at a very low additional
computational complexity. By adjusting the complexity of the
used (randomized) wavelet packet structures, security can be
increased at the cost of a rise in complexity. A drawback of
this approach is that there is a significant amount of variation
in the quality of images obtained with wrong keys.

In future work we will investigate into methods to influence
and stabilize quality degradation. Furthermore, we will assess
the advantages and disadvantages of introducing anisotropic
wavelet packets, i.e. wavelet packets that produce subbands of
non-uniform sizes, to further increase security.
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