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ABSTRACT

Full encryption of a JPEG 2000 bitstream (e.g. using AES)
may be feasible for some settings, where there is sufficient
computing power available on both, the encoder and the
decoder side, and where an application demands security in
the sense of complete protection of the visual content. There
are other settings, however, in which other requirements are
more important than those provided by complete encryption
with a traditional cipher. JPEG 2000 performs exceptionally well at low bitrates and is thus well suited for mobile
applications. In a mobile environment typically at least on
one side there is low computing power. If visual content is to
be transferred securely from one mobile device (like a mobile
phone or a PDA) to another such device, computing power
is restricted on the encoding and the decoding side, which
could rule out full encryption as a feasible option for providing confidentiality. Furthermore, in such settings, there is
often no need for complete protection of the visual content
(cf. the notion of “hard” vs. “soft” encryption in [26]). In
some application scenarios a degradation of quality (in terms
of resolution or quality) for wrong keys is sufficient, as long
as the full quality visual data can only be accessed with the
unique correct key. In commercial scenarios access to a degraded version of the visual content often is a desired effect
as an incentive for buying the full quality version (“transparent encryption”). Another consideration is that with full
bitstream encryption, standard bitstream compliance is lost.
A method for lightweight encryption that produces standard
compliant bitstreams is preferable. We can phrase requirements for lightweight encryption in the presented setting:

Lightweight encryption offers a cogent alternative to full encryption of visual content in application settings with clients
of low processing power, e.g. mobile applications, as it counterbalances security demands and computational demands.
We present a lightweight transparent encryption scheme for
JPEG 2000 that is based on and integrated into the wavelet
lifting scheme. Keys are constructed from parameterized
biorthogonal filters. The proposed method comes at extremely low computational cost and provides natural support for transparent encryption. We discuss the advantages
and disadvantages of this encryption scheme with respect
to keyspace, computational demands, compression performance, and security.

Categories and Subject Descriptors
I.4.2 [Image Processing and Computer Vision]: Compression (Coding); E.3 [Data]: Data Encryption

General Terms
Security, Performance

Keywords
JPEG 2000, lightweight encryption, parameterized biorthogonal wavelet lifting, transparent encryption

1.

INTRODUCTION

• low demands on computational power

Against the background of the finalization of JPEG 2000
[23] and the rising usage of this standard in the digital community, it becomes crucial to address issues of security and
protection of intellectual property in JPEG 2000. In this respect, the diverse security needs of different applications are
addressed in the framework of JPEG 2000 part 8 (JPSEC).

• retain compression performance comparable to the standard CDF 9/7 biorthogonal wavelet filter in JPEG
2000
• provide sufficient security with respect to target application

∗Funding by the Austrian Science Fund (FWF), project
number P15170, is gratefully acknowledged.

• support transparent encryption
• retain standard JPEG 2000 bitstream compliance
In this paper we present a method that involves practically
no additional computational costs and fulfills the above requirements, especially the support for transparent encryption. To achieve this, we propose to use a wavelet parameterization based on the lifting scheme [22, 2] to produce a family of biorthogonal wavelet filters and construct a key from
the parameters. The employed filters significantly improve
the compression performance as compared to previously suggested parameterization types. Additionally, we increase the
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size of the available keyspace by using secret non-stationary
and inhomogeneous wavelet decompositions. This method,
which produces a bitstream compliant to JPEG 2000 part
2, can be regarded as a special kind of header encryption
since only the definitions of the filters used during wavelet decomposition need to be encrypted, the data itself (i.e.
packet bodies, packet headers) remain in plaintext. As a
consequence, only minimal computational encryption effort
is required. In terms of realizing transparent encryption, the
proposed approach produces bitstreams from which images
of degraded visual quality can be decoded with any JPEG
2000 part 1 compliant codec. In order to get the full quality
version, the correct key has to be obtained and a JPEG 2000
part 2 compliant codec has to be used for decoding.

2.

data using a traditional cipher [7, 27, 16] or to permute the
order of wavelet coefficients during compression [17]. All
these approaches introduce significant computational overhead compared to the operation of unencrypted JPEG 2000,
but stay below the computational demands of full AES encryption.
In the domain of watermarking, parameterized wavelet
filters have also been proposed for increasing watermarking
security [3, 9]. The lifting scheme has been used in constructing a watermarking scheme for JPEG 2000 [21].

3.

PARAMETERIZED WAVELET LIFTING
IN JPEG 2000

In our approach we use a lifting parameterization of the
well-known CDF 9/7 wavelet filter that is presented by Zhong,
Cheng, and Chen [29] and is based on work by Daubechies
and Sweldens [2]. The authors use the construction theorem
presented by Cohen, Daubechies, and Feauveau [1] to formulate conditions for the lowpass and highpass filter taps,
h and g, respectively,

PREVIOUS WORK

Macq and Quisquater [13, 14] introduce the term “transparent encryption” mainly in the context of digital TV broadcasting: they propose to use line permutations in the transform domain of a lossless multiresolution transform. The
permutations are only applied in the region of the transform domain corresponding to fine grained details of the
data. Droogenbroeck and Benedett [6] propose to encrypt
the LSB bitplanes of the binary representation of raw image
data. With respect to JPEG encoded images, the authors
suggest to encrypt sign and magnitude bits of medium and
high frequency DCT coefficients. Droogenbroeck [5] extends
the latter idea to “multiple encryption”, where different sets
of DCT coefficients are encrypted by different content owners, and “over encryption”, where these sets do not have
an empty intersection (i.e. coefficients are encrypted twice
or even more often). In the context of scalable or embedded bitstreams transparent encryption is achieved by simply encrypting the enhancement layer(s). This has been
proposed by Kunkelmann and Horn using a scalable video
codec based on a spatial resolution pyramid [11, 12] and by
Dittmann and Steinmetz [4] using a SNR scalable MPEG-2
encoder/decoder. Yuan et al. [28] propose to use MPEG-4
FGS for transparent encryption in the same manner.
Recent work by Köckerbauer et al. [10] assesses the feasibility of using parameterized orthogonal filters (adapted
from [20]) for lightweight encryption within JPEG 2000.
The compression performance of the obtained orthogonal
filters remains markedly below the established biorthogonal
filters and varies considerably over the range of parameter
values. To overcome the latter deficiency, a heuristic is proposed to avoid filters with low compression performance.
Uhl and Pommer [25] use a parameterization of biorthogonal
filters (as proposed by Hartenstein [8]) which yields some filters that can compete with the established filters. Still the
parameterization is ill-suited for the aforementioned purpose
as the variation of the obtained filters with regard to their
compression performance is even worse than in the orthogonal case, with the worst filters going down below 5dB in
a PSNR comparison. In all of the above approaches, the
algorithm for parameterization of the wavelet filters introduces significant computational overhead and cannot be run
jointly with JPEG 2000 compression in an integrated manner. Furthermore, with their focus on providing privacy and
confidentiality rather than realizing transparent encryption
they differ from the approach presented here.
Other approaches for lightweight encryption of JPEG 2000
include selective encryption of a certain amount of the packet
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These lifting steps can be used to express the filter taps of
h and g as functions of the four parameters α, β, γ, δ and
a scaling factor ζ. By combining these functions with conditions (1)-(4), [29] derive a parameterization that is only
dependent on a single parameter α.
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Figure 1 shows examples of parameterized biorthogonal
filter taps. By setting α to the value originally proposed
by [2], −1.58613 . . ., the original 9/7 wavelet is obtained.
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Figure 1: Examples of Parameterized Biorthogonal Wavelet Filter Taps
As the parameterization is based on the lifting scheme, it
comes at virtually no computational cost. The only computations needed are the evaluations of the four functions for
the scaling factor and the parameters other than α, and the
calculation of the lowpass and highpass synthesis filter taps
for normalization.
Since one of the stated requirements is the retention of
compression performance that is comparable to the performance of the original 9/7 wavelet, we first assess the potential range that can be used for α. As illustrated by Figure
2, we found that with the exception of the open interval
] − 1.4, 0.2[ the filters produced by the 9/7 parameterization
all achieve compression results that are competitive with the
original CDF 9/7 wavelet. The filters within the interval
] − 1.4, 0.2[ are not stable and do not achieve highpass and
lowpass separation. Therefore they are not suitable for compression, independent of the visual data to be transformed.
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Figure 3: Compression performance (LSS/ESS) of
parameterized 9/7 wavelet filters for “Lena”, rate
0.1 bpp
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minance information, the closer LSS is to 1. Negative values
of LSS reflect significant dissimilarities in luminance. ESS is
computed by block-based gradient comparison and ranges,
with increasing similarity, between 0 and 1. We use the
weights and block-sizes proposed by [15] in combination with
Sobel edge detection. Figure 3 shows the compression performance for parameterized filters in terms of the LSS/ESS
measure. For the evaluation of the compression performance
of the parameterized wavelet filters both measures behave
similar to the PSNR measure. In the next section we employ
the measure for the evaluation of attacks.
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Figure 2: Compression performance (PSNR) of parameterized 9/7 wavelet filters for “Lena”, rate 0.1
bpp

KEYSPACE

The potential range for α is further restricted by the fact
that in both positive and negative direction the variation
of the produced filters drops rapidly with higher α. Figure
4 illustrates the problem for encryption. If the source image has been encrypted with a small absolute value for α,
the PSNR curve of the reconstructed image with different
parameters shows a steep peak for the correct value. Obviously an isolated peak is a favorable situation for encryption
as only the correct parameter value will yield the full quality image, while even with small deviation the quality is
reduced considerably. With increasing absolute parameter
values the peak flattens, making larger absolute values for α
increasingly less useful for encryption. These results are in
contrast to the results reported by Huang et al. [9], who use

The peak-signal-to-noise-ratio (PSNR), as plotted in Figure 2, is by far no optimal choice to assess the quality of low
quality images. Mao and Wu [15] propose an alternative
measure that separates evaluation of luminance and edge
information into a luminance similarity score (LSS) and an
edge similarity score (ESS), reflecting properties of the human visual system. According to the authors, this measure
is well suited for assessing distortion of low quality images,
which are typically obtained by attacks on encrypted visual
data. The more similar two images are in terms of their lu-
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Figure 4: Attacks on “Lena” (PSNR), rate 0.1 bpp
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Figure 6: Attacks on “Lena” (ESS), rate 0.1 bpp

0.5

with a parameter that has the same sign as the parameter
used for encryption, it can be seen that, while there is a
definite loss of luminance information, much structural information is preserved. The reconstructed image shown in
(d) illustrates the fact that for images encrypted with a negative parameter value, image reconstruction with a positive
parameter value leads to severe distortion. Still, the little
similarity to the original image that remains is structural.
In order to find a sensible range for α that uses as many
values as possible while keeping vulnerability of individual
values at a minimum, we introduce a measure for the usability of values of α. In the application setting described in
the introduction, it is acceptable to gain access to the visual
data with a wrong key, as long as the obtained version is
sufficiently degraded in quality. In our test runs, we assume
that it is acceptable if the quality of an image decoded with
the wrong parameter is below 80% of the PSNR value of the
image reconstructed with the correct key. Figure 8 show an
evaluation of the parameter space, in which for each α used
for encoding, we consider decoding values from the direct
neighborhood in the interval [−6 + α, α + 6] (with a sampling step size of 0.1). For all values in this interval for which
the quality loss is less than 20%, the PSNR value above the
80% level of the correct value is added to the unweighted
measure, which is plotted by the first line. The second line
shows the same measure, but with the contributions of individual decoding values weighted by their distance from the
correct value. While the unweighted measure reflects the
overall performance of a single value, the weighted measure
also reflects how fast the PSNR quality degenerates with
the distance from the correct value. To a certain degree, the
choice for the range of α to be used for encoding will depend
on the security requirements of the actual application. In
our test runs we use the interval [−6, 6], which, as illustrated
by Figure 8, comprises most of the usable keys.
As the employed measure is dependent on the properties
of the filter rather than on the visual data to be encrypted,
we can safely use this interval regardless of the source image. Considering the earlier evaluation of compression performance, we thus get a range of [−6, −1.4] ∪ [0.2, 6] that
can be used for encryption. As parameters in the immediate vicinity of the value used for encoding still yield more
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Figure 5: Attacks on “Lena” (LSS), rate 0.1 bpp

the same parameterized lifting scheme for watermark security and report that even a minute change in the value of α
makes correct watermark detection virtually impossible.
In consideration of the transparent encryption scheme, the
reduction in quality should not occur as high frequency distortions that alter the image beyond recognition. Figures 5
and 6 show the image quality for the same attacks as shown
in the previous figure, but measured in LSS and ESS, respectively. Whereas the graph for LSS is very similar to
that of PSNR, it can be seen that the peaks for ESS are
less steep than those for LSS and PSNR. This means that
distortion is introduced in terms of loss of luminance information rather than loss of structural (i.e. edge) information. Images obtained with a wrong parameter still contain most of the structure of the original image, but lack
the correct luminance information. This interpretation is
congruent with the visual impression, as illustrated by Figure 7, which shows some examples of reconstructed images
for “Lena” encrypted with parameter α = 2.5: (a) shows
the image reconstructed with the correct parameter, (b),
(c) and (d) show the image reconstructed with incorrect parameters.1 For (b) and (c), both of which are reconstructed
1

In all of our test runs we use an adapted version
of
the
JJ2000
reference
implementation
(http://jj2000.epfl.ch/) on 8 bpp grayscale bitmap

images of 5122 pixels.

66

30

>= 80%
>= 80%, weighted

25

PSNR

20
15
10
5

(a) Reconstruction with
correct αdec = −2.5
(PSNR
38dB,
LSS
0.997, ESS 0.95)

(b)
Reconstruction
with αdec = −1.58613
(PSNR 14.7dB, LSS
-1.25, ESS 0.46)

0
-10

-5

0
Parameter α

5

10

Figure 8: Accumulated quality measure of parameterized 9/7 wavelet filters, “Lena”, rate 0.1 bpp

PSNR (grid, norm 4)
35
30

35

25

30

(c) Reconstruction with
αdec = −6.0 (PSNR
12.5dB, LSS -1.73, ESS
0.37)

(d) Reconstruction with
αdec = 2.5 (PSNR
9.3dB, LSS -2.51, ESS
0.1)

25

20

20

15

15

10

10

5

5
6
4

Figure 7: Reconstructed images and quality measure results for “Lena” (αenc = −2.5), rate 1 bpp

2
-6

-4

0
-2
αhor

than the desired quality, a large enough stepsize between
the discrete values of α has to be chosen.
Altogether, the obtained keyspace in one dimension is
quite restricted and hardly suitable for real-life application.
In order to enlarge the keyspace, we use different parameters for the horizontal and the vertical wavelet decomposition on different decomposition levels. These techniques
have been called “non-stationary” (varying on each decomposition level) and “inhomogeneous” (varying in vertical and
horizontal orientation) in the context of adaptive compression [24]. Pommer and Uhl [18] use this idea without parameterization for selective encryption. Neither of these methods results in a deterioration of compression performance.
Similar to the 1D case we get steeper peaks for smaller absolute values. In order to show that non-stationary and inhomogeneous variations of parameters are principally useful,
we present the results of test runs with relatively small values for α. For the inhomogeneous case, Figure 9 shows the
results for encoding values of αhor = −1.6 and αver = −2.1
on all decomposition levels and a step size of 0.1 in the interval [−6, 6] in each direction for decoding. It can be seen
that with one correct parameter, results of degraded quality
can be obtained, but the full quality version can only be
accessed with both parameters correct. Figure 10 shows the
situation for non-stationary variation of α. The sequence of
encoding parameters is shown in the caption of each plot.
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Figure 9: Inhomogeneous variation of lifting parameters for “Lena”, rate 1 bpp

For decoding, we left all parameters on the correct position and only varied the parameter α for levels 1, 3, and
5, respectively, with a stepsize of 0.1 in the interval [−6, 6].
Surprisingly, there is little difference between a variation of
parameters on a low, medium or high subband. The fact
that for all levels a clear peak is produced encourages the
use of non-stationary variation. In both, inhomogeneous and
non-stationary variation, images reconstructed with wrong
parameters retain a certain quality. This is favorable for
transparent encryption. However, the sign chosen for encoding has an important impact: if the image was encoded
using a negative value for α, then decoding it with a positive value yields worse quality than any negative value. It
depends on the requirements of the application, if decoding
with an arbitrary parameter, especially the parameter for
the original CDF 9/7 filter, is required to always produce
an image above a minimum quality level. If this is the case,
the parameter range may have to be restricted to negative
values of α to ensure decodability with sufficient quality using JPEG 2000 part I codecs.
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Figure 10: Non-stationary variation of lifting parameters for “Lena”, rate 0.1 bpp
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The combination of non-stationary and inhomogeneous
variation of α leads to 2l parameters from which the keyspace
can be constructed, where l is the number of decomposition levels. Depending on the minimum acceptable quality
degradation, the number of partitions p for each of these parameters can be chosen. The size s of the resulting keyspace
is p2l . Reversely, the size of the used keys is log2 (s) bit. For
example, using a two-digit hexadecimal number to describe
each parameter, we could construct an 80 bit key for a 5 level
wavelet decomposition. The resulting discretization of the
range of each individual parameter into 256 partitions leads
to a step size of approximately 0.04 and largely avoids full
quality results for similar values. However, near the edges of
the parameter range, we found that this partitioning tends
to be too fine. Possible solutions are a non-uniform partitioning, a restriction in parameter space, a higher number
of wavelet decomposition levels, or the use of smaller partitions (a single hexadecimal number still yields 40 bit keys,
inducing a step size of approximately 0.65).
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Figure 12: Brute force attack on “Lena”, rate 1 bpp

SECURITY
sual data. This makes the scheme very vulnerable to known
plain text attacks. If the target visual content is not known
in plain text, the attack of the full quality version of the
source image is more difficult. A conceivable attack is the
use of a heuristic search that assesses the “perceptual quality” of reconstructed versions to find the parameters one by
one in the relatively small 1D parameter space. A possible
choice for such a heuristics is a measure for the smoothness
of the reconstructed image, which has been reported to yield
expedient attacks on images encrypted using parameterized
orthogonal filters [19]. The implicit assumption of such an
attack is that there is a strong correlation between PSNR
and smoothness, and ideally a coincidence of a single maximum in PSNR with a single maximum in smoothness. This
being the case would make a number of attacks based on
this heuristics feasible, ranging from naive stepwise search
for steepest descent to elaborate gradient techniques. Even
a simple attack based on such a heuristics would reduce the
complexity of the search considerably and could impose a
significant degree of vulnerability on the presented approach.
To assess the potential of such an attack, we use the sample
variance s2 as an inverse measure of smoothness to test the

Figure 11 shows the result of a brute force attack that
uses three partitions for each parameter. The encryption
was done using a key with two decimal digits per parameter, the compression result of the correct key was added
for reference. For the attack shown in this figure, a key
with individual parameters of low absolute values was chosen. For keys that contain more parameters at the border
of the range, similar problems occur as in the 1D case and
near-hits achieve high PSNR results. Figure 12 shows such
a case for a bitrate of 1 bpp. The used key contains values
near the border of the range, most notably αhor,2 = −4.1,
αver,3 = 4.5, αhor,5 = 4.3 and αhor,5 = −5.1. As compared
to the previous key, the PSNR of the attacks is significantly
higher over the whole range, and the quality of the reconstructed images for key values with many near-hits for the
individual parameters (the last third in Figure 12) is just
below the correct key.
An obvious problem with the presented encryption scheme
is that the parameters that make up the key are independent
and the searches for the right individual parameter values
are separable. Keys that are congruent with the secret key
in some positions yield degraded versions of the original vi-
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parameter values for for the vertical and horizontal wavelet decomposition on each decomposition level. The main
problem of our scheme is the separability of these parameters which allows relatively low-cost attacks. However, in
many settings that require “soft” encryption, e.g. in the area
of mobile multimedia applications, the level of security will
suffice.
In future work, we will aim at enlarging the keyspace. A
possible approach is a non-uniform partitioning of the possible range of α with more parameters of low absolute value,
which produce filters that are less vulnerable to attacks. Another approach which we will investigate is to use wavelet
packet decompositions in combination with the best basis
algorithm and enlarge the keyspace by using a different parameterized filter for each individual subband. We will also
investigate the merit of combining the presented approach
with other low-cost approaches, like permutation of wavelet coefficients, in order to enhance security. Furthermore,
higher dimensional parameter spaces will be considered and
investigated with respect to their trade-off between compression performance and security.
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