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$Estract
:hen Eiometric GataEases grow larger� a secXrity Ereach or leaN can affect millions� ,n orGer to protect against sXch a threat�
the Xse of encryption is a natXral choice� However� a Eiometric iGentification attempt then reTXires the Gecryption of a potential
hXge GataEase� maNing a traGitional approach potentially XnfeasiEle� 7he Xse of selective JPEG2000 encryption can reGXce the
encryptionŤs compXtational loaG anG enaEle a secXre storage of Eiometric sample Gata� ,n this paper we will show that selec�
tive encryption of face Eiometric samples is secXre� :e analy]e varioXs encoGing settings of JPEG2000� selective encryption
parameters on the ŧ/aEeleG Faces in the :ilGŨ GataEase anG apply several traGitional anG Geep learning EaseG face recognition
methoGs�

0ain 5esXlts
Ŭ:hen storing facial Eiometric samples with JPEG2000 it is recommenGeG to Xse the layer progression type�

– traGitional anG Geep learning EaseG methoGs e[hiEit an iGentical Eehavior �with respect to encryption�
–7he relevant part for Eiometric face recognition is at aroXnG 4ş12% of the total coGestream�
–5ecomenGeG to start encryption at the Eeginning anG inclXGe at least the first 12% of the coGestream�

Ŭ 7raGitional anG Geep learning EaseG methoGs e[hiEit an iGentical Eehavior �with respect to encryption�

– faster traGitional methoGs can Ee XseG for analysis

,ntroGXction
,nternational 2rganisation for StanGarGisation �,S2�

Ŭ Eiometric Gata to Ee recorGeG anG storeG as JPEG or JPEG2000

Ŭ Several stXGies recommenGing JPEG2000 over JPEG

2nline�GataEase �Eiometric templates�

Ŭ protecteG Ey template protection schemes

2ffline�GataEase �Eiometric samples�

Ŭ protecteG Ey state of the art cypher �$ES�

Ŭ access reTXireG Gecryption

Ŭ time consXming if whole GataEase is reTXireG

– change of Eiometric comparison or template e[traction
– regeneration of the template protection Ney �to gXarG against attacNs�

Lightweight JPEG2000 encryption scheme for compresseG face Gata

+ selective Eit�stream protection Xsing $ES� secXre� no loss of recognition
accXracy

+ low compXtational effort

− some data left in plaintext → requires security analysis

Selective JPEG2000 secXrity analysis
JPEG2000 coding settings

Ŭ resolXtion progression

Ŭ layer progression

Question one: Where is the most relevant information for the face
recognition algorithms

Ŭ $ fi[eG percentage of the coGestream is encrypteG� position is varieG�

Ŭ small encryptionwindowŠ7he si]e of the sliGingwinGow is fi[eG to 0.5%
of the Eitstream� the offset varies from 0% to 15% in steps of 1%

Ŭ large encryption windowŠ7he sliGing winGow is increaseG� EXt still
fi[eG� in si]e to 4%� the offset is varieG from 0% to 20% in 2% steps

Question two: What is theminimum amount of encryption required
to protect the biometric face sample

Ŭ increasing encryption windowŠEncryption starts at the Eeginning �0%�
anG the encryption amoXnt increases from 1% to 15% in steps of 1%�

Face Recognition Methods

Ŭ 7raGitional methoGs� compareG with 𝜒2 similarity measXre�

– /ocal Binary Patterns �/BP�
–0Xlti�BlocN /BP �0B/BP�

Ŭ 'eep convolXtional neXral networNs� compareG with cosine Gistance�

– 5es1et�$rcFace �$rcFace�
–0oEileFace1et �0oEileFace�
– ShXffleFace1et �ShXffleFace�

P 00 0� 02 0� 0� 0� 0� 0�

0� 0� �0 �� �2 �� �� ��
�a� small winGow encryption� offset as given

P 00 0� 02 0� 0� 0� 0� 0�

0� 0� �0 �� �2 �� �� ��
�E� large encryption winGow� offset as given

P 0� 02 0� 0� 0� 0� 0� 0�

0� �0 �� �2 �� �� �� ��
�c� increasing encryption winGow� encryption amoXnt as given

Figure 1: Sample from the faces in the wilG GataEase� $aron EcNhart ���
with layer progression� 7he original is also shown laEleG P�

'ata for E[periments
Labeled Faces in theWild (LFW) database

Ŭ well Nnown pXElic GataEase

Ŭ 13, 233 face images

Ŭ 5, 749 Gifferent iGentities

Ŭ large variations in pose� e[pression anG illXmination

$n e[ample with the Gifferent encryption types is given in ��

Evaluation and Training

Ŭ �0�folG split of 6000 face pairs

Ŭ images were aligneG anG croppeG �to ��2×��2 pi[el� Ey Xsing the 5eti�
naFace Getector

The equal error rate (EER)

Ŭ 0ean accXracy anG area XnGer cXrve agreewith the EE5 anG arenŤt given

Ŭ �0� EE5 is gXessing �protecteG samples canŤt Ee XseG for comparison�

EvalXationŠsmall winGow encryption
ETXal error rates for the small encryptionwinGowwith offsetmoving from
0 to ��� anG the XnencrypteG Easeline �P��
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5esolXtion progression with error correction�
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/ayer progression with error correction�
Ŭ 7he encryptionwinGowsi]e of 0.5%has anegligiEle impact on the recog�
nition performance anG can not Ee consiGereG secXre�

Ŭ 'eep learning methoGs oXtperform traGitional methoGs�

Ŭ 7raGitional methoGs �/BP anG0B/BP� act similarly to the Geep learning
EaseG methoGs�

Ŭ 7raining anG evalXation of Geep learning methoGs taNes longer�

Ŭ ,mportant strXctXre for Eiometric recognition is locali]eG in layer pro�
gression moGe Eetween 4% − 14%�

Ŭ /ayer is in all following cases the Eetter methoGs EecaXse it conGenses
the important strXctXre� Progression will no longer Ee shown�

/arge Encryption :inGow EvalXation
ETXal error rates for the large encryption winGow with offset from 0 to
20� anG the XnencrypteG Easeline �P�� 2nly layer progression is shown�
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Ŭ For layer progression almost sXfficient to protect the sample �≈ 50%�

Ŭ Encryption of the strXctXral information� from 0%−4%� also is sXfficient
for the protection of the Eiometric sample

Ŭ 7he removal of the Easic strXctXre maNes the refinement information
�4% − 14% see small winGow encryption� XnXsaEle

,ncreasing Encryption :inGow Si]e
ETXal error rates for the increasing winGow encryption with a si]e of � to
��� anG the XnencrypteG Easeline �P�� /ayer progression only�
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Ŭ For layer progression secXrity is reacheG when encrypting the coarse
strXctXre that lies Eetween �� anG �2��

Ŭ For resolXtion progression �not shown� reTXiresmore encryption for se�
cXrity� 7his is slower anG not recommenGeG�


