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Abstract— Baseline JPEG is not well suited for designing
efficient encryption schemes. Selective encryption technology can
be applied much better to visual data in scalable representation.
We use the three progressive modes as defined in the JPEG
extended system for providing confidentiality to visual data by
encrypting selected scans. Whereas the hierarchical progressive
and spectral selection modes turn out to be highly insecure
when encryption effort is decreased, reasonable security can be
maintained using successive approximation.
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I. INTRODUCTION

Encryption schemes for multimedia data need to be specif-
ically designed to protect multimedia content and fulfil the
application requirements for a particular multimedia environ-
ment [1].

For example, real-time encryption of visual data using
classical ciphers requires heavy computation due to the large
amounts of data involved, but many multimedia applica-
tions require security on a much lower level (e.g. TV news
broadcasting [2]). In this context, several selective or partial
encryption schemes have been proposed recently which do
not strive for maximum security, but trade off security for
computational complexity by restricting the encryption to the
perceptually most relevant parts of the data.

The (historically) first and most numerous attempts have
been made to secure DCT-based multimedia representations,
among them the selective encryption of MPEG streams [3],
[4] has attracted the most attention. This has been accom-
plished by encrypting I-frames (or I-encoded macroblocks)
only [5], [6], by manipulating motion vector data [7], or
by permuting coefficients [8], [9]. One of the most recent
proposals [7] has been made in the context of MPEG-4
IPMP and cleary shows that selectively encrypting MPEG data
while maintaining bitstream compliance implies a significant
processing overhead. In case a selective encryption process
requires a multimedia bitstream to be parsed in order to
identify the parts to be subjected to encryption, the problem
of high processing overhead occurs in general. Under such
circumstances, selective encryption will not help to reduce the
processing demands of the entire application [10].

Using the visual data in the form of scalable bitstreams is a
possible solution to this problem. In such bitstreams the data is
already organized in layers according to its visual importance
and the bitstreams do not have to be parsed to identify the
parts that should be protected by the encryption process. In

previous work [11], [12], [13], several suggestions have been
made to exploit the base and enhancement layer structure of
the MPEG-2 scalable profiles as well as to use the MPEG-4
FGS [14] for this purpose.

An additional issue is resolution or quality adaptation in the
encrypted domain. For many applications (e.g. transmission
over heterogenous networks) visual data needs to be scaled
with respect to its data rate, a process usually refered to as
transcoding. In the general case when encryption is involved
the data needs to be decrypted, transcoded, and re-encrypted
which is fairly inefficient in terms of involved computations
and key management. Visual data in scalable representation
is much better suited for this type of environments since also
encryption can be made scalable [15] and transcoding may be
applied in the encrypted domain.

The baseline JPEG format does not correspond well to these
requirements. For example, in order to selectively protect DC
and large AC coefficients of a JPEG image (as discussed for
example in [16], [13]), the file needs to be parsed for the EOB
symbols 0x00 to identify the start of a new 8× 8 pixels block
(with two exceptions: if 0xFF is followed by 0x00, 0x00 is
used as a stuffbit and has to be ignored and if AC63 (the
last AC-Coefficient) does not equal 0 there will be no 0x00
and the AC coefficients have to be counted). It is clear that
selective encryption will not be helpful to reduce complexity
under these circumstances. Also with respect to transcoding
there is no way to design a scheme allowing this operation to
be performed in the encrypted domain using baseline JPEG.

In this work we systematically investigate the different
JPEG progressive modes as defined in the JPEG extended
system [17] with respect to their usefulness for providing
confidentiality to visual data in a flexible and efficient way.
Section 2 reviews the three modes which are compared to the
JPEG baseline system in terms of compression performance
and data organisation in Section 3. Section 4 finally discusses
the respective suitability in a selective encryption context, the
paper is concluded in Section 5.

II. PROGRESSIVE JPEG MODES

The basic idea of DCT-based scalable coding [18] is to
organize the data into a base layer which contains a low quality
approximation to the original data and several enhancement
layers which, if combined with the base layer, successively
improve the quality.

The three JPEG progressive modes are defined as follows
(JPEG uses the term “scan” instead of layers, the first two



modes are often denoted as sequential progressive modes):
• Spectral selection: the first scan contains the DC coeffi-

cients from each block of the image, subsequent scans
may consist of a varying number of AC coefficients,
always taking an equal number from each block. A typical
choice is to encode all DC coefficients into the first
scan, subsequently groups of 6 and 7 AC coefficients are
organized into one scan.

• Successive approximation: scans are organized according
to the binary representation of the coefficients. The first
6 bit of a coefficient is the smallest fraction which the
JPEG standard allows to specify. This fraction is coded
as in baseline JPEG, while the following bits are emitted
without coding. According to the standard, DC and AC
coefficients have to be treated separately. A typical setting
is to use 6 scans (first 6 bit of all DC coefficients Huffman
coded, 1 bit more of DC coefficient data, 1 bit more of DC
coefficient data, first 6 bit of all AC coefficients Huffman
coded, 1 bit more of AC coefficient data, 1 bit more of
AC coefficient data).

• Hierarchical progressive mode: an image pyramid is
constructed by repeated weighted averaging and down-
sampling. The lowest resolution approximation is stored
as JPEG (i.e. the first scan), reconstructed, bi-linearly
upsampled, and the difference to the next resolution
level is computed and stored as JPEG with possibly
different quantization strategy (similar to P and B frames
in MPEG). This is repeated until the top level of the
pyramid is reached.

The JPEG standard also allows to mix different modes.
The three modes allow a different amount of scans. Whereas
spectral selection offers a maximum of 64 scans, the hierar-
chical progressive mode is restricted to 5 – 6 sensible scans
(given a 28 × 28 pixels image). Successive approximation is
restricted to 6 scans (assuming 8 bpp grayscale data). Similar
to the scalability profiles of MPEG-2, the JPEG progressive
modes are not used very much and are poorly supported and
documented in commercial software.

III. COMPRESSION PERFORMANCE

Although providing much better functionality for transmis-
sion based applications, the compression performance could
be expected to decrease using JPEG progressive modes. This
would of course not favour the use of these techniques for
providing security. As we shall see, compression performance
equivalent and even exceeding the baseline system may be
achieved provided the coding options are chosen carefully.
The tests concerning the sequential progressive modes were
conducted using the IJG’s (Independent JPEG Group) refer-
ence library. The default configuration for progressive JPEG
is a mixture between spectral selection and successive approx-
imation (first 7 bit DC coefficients Huffman coded, first 6 bit
of first 5 AC coefficients Huffman coded, first 6 bit of the
remaining AC coefficients Huffman coded, next bit of all AC
coefficients, lowest bit of DC coefficients, lowest bit of all AC
coefficients). Fig. 1 clearly shows the superior rate-distortion

performance of the progressive variant. All tests in this work
employ the Lena image with 5122 pixels and 8bpp.
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Fig. 1. Compression performance of baseline JPEG vs. sequential progressive
JPEG.

Also the “pure” sequential progressive algorithms provide
superior compression performance as compared to the baseline
scheme.

As the IJG’s reference implementation does not include a
hierarchical mode, we implemented a corresponding coding
option. As suggested by the standard, the downsampling for
constructing the image pyramid is done by weighted aver-
aging involving three neighbouring pixels (which is done in
horizontal and vertical direction) and the upsampling simply
uses bi-linear interpolation. The visual data in the pyramid
levels are encoded as JPEG files where we removed redundant
header informations. Since hierarchical JPEG is not widely
used, little is known about good parameter choices – however,
a large variety of coding choices may be specified: in addition
to the number of levels used in the image pyramid, the
quantization tables and the corresponding scaling factors for
each level in the pyramid need to be specified. Beside the
default quantization table we use “uniform” quantization tables
for residual data similar to those used in MPEG for P- and B-
frames. Fig. 2 shows the large variety of coding performance
achieved when varying these settings.

The results turn out to be somewhat disapointing when
considering the target applications of hierarchical JPEG: the
best results are achieved with a low number of pyramid levels
(i.e. two scans: one base layer, one enhancement layer) and
the results are better for configurations when the base layer
is encoded with low quality. Both properties are not desirable
for progressive applications of course. However, it also turns
out that we may achieve compression performance close to
baseline JPEG using such a scheme (the scheme depicted in
Fig. 2 uses 15% quality for the lowest pyramid level and
uniform quantization matrices for higher levels).

It is also possible to combine hierarchical JPEG with
the sequential progressive modes. This leads to a significant
improvement of the coding performance, even superior to that
of baseline JPEG in some cases. Fig. 3 gives an example for
three pyramid levels.
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Fig. 2. Compression performance of baseline JPEG vs. hierarchical progres-
sive JPEG.
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Fig. 3. Compression performance baseline JPEG vs. a mixed mode
progressive JPEG.

Finally, Figs. 4 and 5 show how the different scans con-
tribute to the overall file size. This is important knowledge for
subsequent selective encryption since we want to be able to
estimate the reduction of computational load in case encryp-
tion is restricted to certain scans. In the spectral selection case
(Fig. 4) each scan contains one coefficient from each block and
as it is expected, the size of the scan decreases for increasing
coefficient frequency.

In our example, successive approximation uses the scan
configuration as used as an example in section 2. We realize
that the two scans containing the single DC coefficient bits do
not contribute much, whereas the three scans corresponding
to single AC coefficient bits contribute with 21% and 44% of
the overall data, which makes them interesting targets to be
left unencrypted.

IV. CONFIDENTIALITY

The basic idea of selectively encrypting visual data in
layered representation is to simply encrypt the base layer or the
scans containing the perceptually most relevant information. In
this case, the enhancement layers or remaining scans may be
expected to contain data which is useless on its own although
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Fig. 4. Data distribution across different scans for spectral selection.
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Fig. 5. Data distribution across different scans for successive approximation.

given in plaintext.
Decoding a partially encrypted image by treating the en-

crypted data as being unencrypted leads to images severely
degraded by noise type patterns (which originate from the
encrypted parts). Using these images to judge the security of
the system leads to misinterpretations since a hostile attacker
can do much better. In particular, an attacker could simply
ignore the encrypted parts (which can be easily identified
by statistical means) or replace them by typical non-noisy
data. This kind of attack is called “error-concealment” [7] or
“replacement attack” [19] in the literature. The IJG software
ignores empty scans, for conducting an attack therefore scans
affected by encryption simply can be set to zero. In the
hierarchical JPEG case we simply set residual pyramid levels
to zero if affectd by encryption, the base layer is replaced by
uniform gray value 128. See also [18] for these attacks against
DCT-based coding/encryption schemes. In order to assess the
quality of the visual material after reconstruction in addition
to visual inspection we use PSNR and ESS (Edge Similarity
Score [20]), the latter measuring the similarity of dominating
edges on a block basis in the range [0, 1].

Considering a JPEG file using spectral selection, first of
all we have to encrypt the DC coefficient scan, otherwise a



subsampled/low-pass filtered version of the image is readily
available to the attacker. Furthermore, Fig. 6 shows that even
the last 50% of AC data contain enough image information to
draw concrete conclusions of the image content. Hence strictly
more than 55% have to be encrypted in order to guarantee
at least some confidentiality which is still not satisfactory.
Therefore, spectral selection can be categorized as being not
suited for a confidentiality focused scheme.

First 50% of AC data Last 50% AC data

PSNR=15.95,ESS=0.92 PSNR=14.57,ESS=0.01

Fig. 6. Reconstructions based on AC coefficient data only

Also the application of selective encryption to hierarchical
JPEG for confidential encryption is quite limited. In fact
every enhancement layer contains sufficient edge and contour
information to get at least an idea of the image content, the
base layer itself is a low reolution approximation. Therefore,
every layer needs to be encrypted to guarantee that no content
revealing information can be reconstructed. This is visually
confirmed by Fig. 7 where all but the finest resolution level
residual is encrypted – edge information is still present with
surprising quality which is also confirmed by the high ESS
values.

Level 0,1 encrypted Level 0,1,2,3,4 enc.

PSNR=14.81,ESS=0.38 PSNR=14.64,ESS=0.36

Fig. 7. Encryption of hierarchical JPEG with 3 and 6 pyramid levels

In the case of successive approximation, according to Fig.
8 the first 6 bit of DC and AC coefficients respectively have
to encrypted since these data contain most of the image’s
luminance and edge information.

Applying this method (i.e. encrypting scans 0 and 3) to the
Lena image leads to good results (see 9). In this example 29%

6 Bit DC(7%) 6 Bit AC(22%)

PSNR=15.02,ESS=1.0 PSNR=23.28,ESS=0.64(size 162)

Fig. 8. Encryption of Successive Approximation Scans 0 and 3 only
(reconstruction with replacement attack).

of the image data are encrypted and no visual information is
left in the image (which is confirmed by the 0.0 value of ESS).

succ.approx.(29%) combined (22%)

PSNR=14.41,ESS=0.0 PSNR=14.47,ESS=0.04

Fig. 9. Encryption of successive approximation JPEG mode.

If the goal is to encrypt even less, one might think of
combining this approach with spectral selection, but it is very
likely that edges and contours will show up. Figure 9 shows
the result if the last third of the 6 bit AC coefficient data is
not encrypted (this only makes 7% of the encoded coeffiecient
data). One can clearly recognize some of the most important
edges of the original picture.

V. CONCLUSIONS AND FUTURE WORK

We have seen that selective encryption using the hierarchical
progressive and spectral selection JPEG modes still leaves
perceptually relevant information in the remaining data after
encrypting much more than 50% of the original image data.
This makes these schemes useless for selective encryption.
Successive approximation delivers much better results in terms
of security and reduction of encryption effort where encrypting
30% of the data leads to reasonable security results. Consid-
ering these findings in the MPEG context, this means that
PSNR scalbility is best suited to design progressive encryption
schemes with MPEGs scalability profiles. In future work we
will investigate the usefulness of the JPEG progressive modes
for transparent encryption schemes.
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