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Abstract

In this work we present an iris-biometric cryptosystem. Based
on the idea of exploiting the most reliable components of
iriscodes, cryptographic keys are extracted, long enough to be
applied in common cryptosystems. The main benefit of our
system is that cryptographic keys are directly derived from bio-
metric data, thus, neither plain biometric data nor encrypted
biometric data has to be stored in templates. Yet, we provide
fully revocable cryptographic keys. Experimental results em-
phasize the worthiness of our approach.

1 Introduction

In order to prevent illegal copying and sharing of crutial in-
formation, digital rights mangement (DRM) systems are intro-
duced. User authentication, which represents one of the most
essential parts of a DRM system, determines whether a user is
authorized to access information. However, in generic cryp-
tographic systems user authentication is still possession based
[21]. This means, the possession of a cryptographic key suf-
fices to authenticate a user where these keys are released based
on alternative authentication — passwords or PINs. That is,
cryptographic keys and encrypted information are just as se-
cure as the passwords used to release these, exposing the weak-
est link. Since these passwords are often chosen weakly, as is
all too well known, user authentication in cryptographic key
management systems has to be improved.

Meeting nowadays demands on high security, biometrics
have been introduced to cryptosystems creating so-called bio-
metric cryptosystems. According to biometric cryptosystems
which serve as key management systems three different types
can be distinguished, with regard to the level of connectivity
of biometric data and cryptographic keys [21]: (1) Key release
schemes where the biometric recognition system is loosely cou-
pled with the cryptographic system. Based on biometric recog-
nition keys are released, thus, biometric templates and cryp-
tographic keys have to be stored in the templates separately.
Furthermore, the loose coupling of both systems offers more
points of attack to potential imposters. Due to these drawbacks
key release schemes are not appropriate to be used in high secu-
rity applications. (2) Key generation schemes in which crypto-

graphic keys are directly extracted out of biometric data. These
systems extract distinct features in order to provide stable keys.
Since keys are derived from biometric data directly these may
not be updatable in case of loss or compromise. (3) Key binding
schemes where randomly chosen keys are bound with biomet-
ric data via key binding functions to form a secure template
while appropriate key retrieval functions are applied to regen-
erate keys out of templates.

In this work we propose a combination of biometric key
generation and key binding system based on iris biometrics. In
the proposed scheme several enrollment images are captured
and preprocessed in a common manner. Feature extraction
based on discretization of blocks of preprocessed iris textures
is performed. The key idea is to examine extracted iriscodes
in order to detect the most constant parts (those which rarely
flip) in iriscodes, which are then concatenated in order to pro-
duce a cryptographic key, long enough to be used in conven-
tional cryptographic systems. User-specific positions, pointing
at these most reliable parts, are stored in so-called bit-masks
forming the first part of the template. To overcome remaining
variance in biometric measurements, extracted keys are com-
bined with error correcting codewords as second part of the se-
cure template. For each registered user we apply the according
bit-masks to regenerate keys. By means of error correction de-
coding a specified number of remaining bit errors are detected
and corrected, extracting correct cryptographic keys.

The contribution of this work is the method with which
cryptographic keys are extracted out of iris textures. Stable
parts of iris-codes are detected and concatenated to form
keys. In contrast to existing approaches applying iris as
biometric modality, no biometric data has to be stored as part
of a person’s template. It is found that extracted keys fulfill
the requirement of randomness. Furthermore, a method of
providing fully revocable key is presented in order to construct
a biometric key management system suitable for the use in
high security applications.

This paper is organized as follows: first we give a brief
overview of biometric cryptosystems relating to iris biometrics
(Sect 2). Subsequently, our proposed scheme is described in
detail. Additionally we present a method to provide fully revo-
cable keys (Sect 3). Experimental results (Sect 4) and a security
analysis (Sect 5) are presented and finally a conclusion is given
(Sect 6).



2 Related Work

Speaking of iris as biometric modality, biometric cryptosys-
tems are a rather recent field of research. While some ap-
proaches aim at binding constant features with cryptographic
keys [20, 6] others overcome biometric variance by means of
error correcting codes [4, 9, 8]. Additionally, schemes have
been proposed to secure biometric templates [16].

2.1 Iris-Biometric Cryptosystems

Focusing on iris biometrics several approaches have been pro-
posed. Davida et al. [4, 5] were the first to create a so-called
“private template scheme” in which a hashed value of prepro-
cessed iris codes and user specific attributes serves as a crypto-
graphic key. By introducing error correcting check bits which
are appended to iris codes during enrollment the scheme is ca-
pable of regenerating the hash at the time of authentication.
Unfortunately, performance measurements and test results are
renounced. Wu et al. [22] proposed a private template scheme
based on iris biometrics applying Reed Solomon codes to pre-
processed iris images using a set of 2-D Gabor filters. For a to-
tal number of over 100 persons a FRR of approximately 5.55%
and a zero FAR are reported. In another work [23] this ap-
proach is extended applying the modified fuzzy vault algorithm
presented by Nagar and Chaudhury [13], achieving a FRR of
4.63% and a zero FAR.

Jules and Wattenberg [9] introduced a novel cryptographic
primitive termed “fuzzy commitment scheme” which they sug-
gest to be used in biometric cryptosystems. The key idea is to
bind a cryptographic key prepared with error correcting codes
with biometric data in a secure template. Additionally, a hash
of the key is stored together with the template to form the com-
mitment. During authentication biometric data which is “close
enough” (to some specified metric) to that captured during en-
rollment is able to reconstruct the key with the use or error cor-
rection decoding. The resulting key is then hashed and tested
against the previously stored hash. Hoa er al. [7] applied the
fuzzy commitment scheme to iriscodes. By XORing a 2048-
bit iriscode with 140-bit cryptographic keys prepared with
Hadamard and Reed Solomon codes the commitment is gener-
ated. At the time of authentication another iriscode is XORed
with the template and by applying the according Hadamard and
Reed-Solomon decoding the key is reconstructed. The system
was tested with 700 images of 70 persons reaching an impres-
sive FRR of 0.47%. Since the entropy of the generated keys
was proven to be low Kanade et al. [10, 11] increase the en-
tropy of produced keys by applying so-called shuffling keys
based on passwords reporting a FRR of 4.61%. Providing a
more comprehensible insight into the use of error correction
codes in iris-based fuzzy commitment schemes we [18] have
proposed a systematic way of constructing fuzzy commitment
schemes in earlier work. This is done by carefully analyzing
intra class distributions of iris-codes according to different bit-
block sizes in order to adapt error correction codes in a mean-
ingful way. Applying two different iris recognition algorithms
FRR of 4.64% and 6.57% are achieved. Based on the fuzzy
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Figure 1. Proposed System: the basic operation mode of en-
rollment and authentication of our proposed system. Bit-masks
and cryptographic keys are extracted during enrollment. Bound
with an error correcting codeword the key is stored as part of
the template. During authentication stored bit-masks are used
to extract keys which are error correction decoded.

commitment approach Zhang et al. [24] proposed a method
of reducing intra-class distances in order to adjust the number
of occurring errors in iriscodes to the applied error correction
codes. Maiorana and Ercole [12] suggested a technique is in
which the error correction code is adaptively selected based on
the intra-variability of registered users. Intra-class analysis is
performed in the enrollment procedure and an adequate length
of a BCH error correction code is chosen. Unsatisfying results
are reported providing a FRR of 50.0% and a FAR of 7.0%.
Reddy et al. [19] enhance the security of a so-called “fuzzy
vault scheme” [8] (an improved version of the fuzzy commit-
ment scheme providing order invariance) based on iris biomet-
rics by embedding an additional layer of security, a password.
For a zero FAR a FRR of 9.8% was reported. Nandakumar
et al. [15] applied the fuzzy vault scheme as well and combine
previous work based on fingerprints [14] with iris biometrics in
order to create a multi biometric cryptosystem achieving FRR
of 12.0% and FAR of 0.02%.

It can be seen that most of the above approaches are based
on either the private template scheme of Davida et al. [4] or
on the fuzzy commitment scheme of Juels and Wattenberg [9],
and, thus, share the use of error correcting codes. Furthermore,
all approaches restrict to applying iris recognition algorithms
which generate binary iriscodes.

3 Proposed Scheme

The proposed scheme basically comprises three steps. First we
apply a method of discretisation to a set of preprocessed iris
textures in order to create rather trivial iriscodes. In the next
step these iriscodes are analyzed and most constant parts are
detected. Positions of codewords of iriscodes are stored in two-
dimensional bit-masks, serving as as helper data, as first part



Figure 2. Discretization: (a) preprocessed iris texture (b)
schematical image of the discretized iris texture using four dif-
ferent codewords and blocks of 8 x 2 pixel, each grayscale value
of the discretized iris texture represents a codeword (iris image
taken form the CASIA v3-Interval iris database [1]).

of the template. Additionally, the resulting cryptographic key,
consisting of bits of most constant parts of iriscodes, is bound
with an error correcting codeword, forming the second part of
the template, which means no biometric data is stored. That
is, our proposed scheme operates as a combination of key gen-
eration and key binding system. At the time of authentication
stored bit-masks are used to regenerate keys while the variance
of the biometric measurement is overcome by means of error
correction decoding. In the following subsections main parts
of the system, which is illustrated in Figure 1, are described in
detail.

3.1 Feature Extraction

Prior to feature extraction, we apply preprocessing according
to Daugman’s standard approach [3]. Having detected the
pupil of an eye, the inner and outer boundary of the iris are
approximated. Subsequently, pixels of the resulting iris ring
are mapped from polar coordinates to cartesian coordinates in
order to generate a normalized rectangular iris texture where
parts of the iris which mostly comprise eyelashes or eyelids are
discarded (315° to 45° and 135° to 225°). To obtain a well-
distributed image the resulting iris texture is enhanced by ap-
plying an histogram stretching method.

In order to generate iriscodes out of preprocessed iris im-
ages blocks of x x y pixel are examined and each block is dis-
cretized by mapping the grayscale values of all included pixels
p; to a natural number less than a predefined parameter £ such

that,
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&

where n is the number of possible grayscale values of
enhanced iris textures. Subsequently, the average value of
all pixels of a block is assigned to the entire block, defin-
ing the codeword of the block. The process of discretization
is schematically shown in Figure 2. Finally, we generate a
two-dimensional iriscode, with respect to the resulting num-
ber of rows, by concatenating the resulting codewords of all
discretized x x y pixel blocks.

ey

3.2 Key Generation

The key generation process consists of two steps. Firstly, we
employ several enrollment samples to generate two dimen-
sional binary code which we refer to as matching-code. In the
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Figure 3. Bit Extraction: (a) two sample parts of iris

codes composed of three different codewords (b) the binary
matching-code resulting out of these iriscodes (c) the trans-
formed matching-code according to the defined values of in-
terest (in this case all values adjacent to a processed value).

second step this matching-code is analyzed in order to detect
the most reliable bits of all enrollment samples in order to gen-
erate a cryptographic key.

We construct the binary matching-code laying all iriscodes,
extracted during enrollment, on top of another, where we com-
pare codewords of all iriscodes and assign 1s to matching code-
words and Os to non-matching codewords. This process is
shown in Figure 3 (a)-(b). In order to assert similarity of
grayscale values and, thus, similarity of codewords it is sug-
gested to apply Gray-code. Thereby the codewords of rather
similar grayscale values have a lower Hamming distance re-
sulting in less errors in the extracted cryptographic key.

In the next step we examine the two-dimensional matching-
code, consisting of 1s and 0s, in order to find connected areas
of matching codewords (clusters of 1s). That is, for matching
codewords (1s in the matching-code) neighboring values of in-
terest are predefined. In Figure 6 several examples of neighbor-
ing values of interest are shown. The initial values of the two-
dimensional matching-code are transformed to decimal values
dependent on neighboring values of interest, as shown in Fig-
ure 3 (c). This transformation, which results in an potential
incrementation of a processed value v of the matching-code is
defined in the following pseudo-code:

# process each value of the matching code
foreach v in MatchCode

if (v > 0)

# consider each value of interest

foreach Vol(v)

# increment the processed value
if (Voi(v) > 0) v++;

In the second step of the feature extraction procedure we
generate a cryptographic key. This is done by concatenating the
most constant codewords of iriscodes which correspond to the
highest values in the transformed matching code. That is, those
codewords of iriscodes which are surrounded by a large num-
ber of matching codewords contribute to the cryptographic key.
This means the cryptographic key is formed by concatenated



codewords of discretized pixel-blocks which we detected to be
the most stable ones, according to our context-based method
described above.

3.3 Template Generation

As a first part of the template, we store a bit-mask for each
user. This bit-mask comprises the positions of those blocks
of grayscale value which contribute to the cryptographic key
associated with this user.

Secondly, we combine the cryptographic key of a user, de-
rived during enrollment, with a codeword of an Hardamard
code. Hadamard codes are error correction codes, proved worth
in practical use, which are capable of correcting up to 25%
of occurring bit errors (any other error correction code oper-
ating on bit level could be applied here). Hadamard codes,
which are generated using Hadamard matrices, are of the type
[2”, n+1, 2"*1} , which means bitstreams of length n + 1 are
mapped to codewords of length 2™ and the whole code consists
of a total number of 2"*! codewords. Further details about
Hadamard codes can be found in [2]. A randomly chosen code-
word of a Hardamard code is XORed with the cryptographic key
where both bitstreams are of the same length. This part of the
template will provideerror correcting information in the key re-
trieval process.

3.4 Key Retrieval

At authentication an iris image is captured, preprocessing is
applied and an iriscode are extracted. According to the applied
bit-mask we extract a cryptographic key out of this iriscode by
concatenating the appropriate codewords. Due to the variance
in biometric measurements extracted keys still contain a num-
ber of incorrect bits. Thus, we use the key retrieval algorithm
to extract the error correcting codeword which was bound with
the correct cryptographic key during registration. By applying
appropriate error correction decoding we detect and correct a
number of incorrect bits (depending of the applied error cor-
recting code) of the extracted cryptographic keys if the total
number of incorrect bits lies below a predefined threshold.

3.5 Cancelable Keys

The concept of “cancelable biometrics” was introduced by
Ratha et al. [16]. Biometric data can be compromised and
therefore become useless because it can not be modified ex
post. The idea of cancelable biometrics is to store a trans-
formed version of biometric data and, furthermore, perform
the matching procedure in the transformed space. If trans-
formed biometric data is compromised transform functions are
changed, that is, the biometric template is updated.

Parts of iriscodes, which form cryptographic keys of users,
are extracted via bit-masks, stored as part of the template.
Thus, we suggest to apply an additional user-specific permu-
tation of key bits after extracting cryptographic keys in the
enrollment procedure. At the time of authentication crypto-
graphic keys are extracted via bit-masks and user-specific per-
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mutations are performed prior applying the key retrieval algo-
rithm. We suggest to store Parameters of user-specific transfor-
mations on physical tokens (e.g.: smartcards) which are pre-
sented at authentication. Thereby transformed cryptographic
keys are bound and retrieved by the system fulfilling the re-
quirement of providing cancelable biometric keys.

4 Experimental Results

The performance of the system is measured in terms of false
rejection rates and false acceptance rates. The FRR of a bio-
metric cryptosystem defines the rate of incorrect keys untruly
generated by the system, that is, the percentage of incorrect
keys returned to genuine users. By analogy the FAR defines
the rate of correct keys untruly generated by the system, that is,
the percentage of correct keys returned to non-genuine users.
Experiments are carried out using the CASIAv3-Interval
iris database [1], a widely used test set of iris images of over
two hundred persons allowing a meaningful performance eval-
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Figure 6. Values of Interest: different meaningful values of
interest (filled gray), where the centered cell represent a pro-
cessed value of a two-dimensional matching-code.

uation. The database comprises iris images of size 320 x 280
pixels out of which normalized iris textures of 512 x 64 pixels
are extracted in the preprocessing step. These iris textures are
slitted resulting in textures of size 256 x 64 pixels. All users of
the database are registers applying the described template gen-
eration. The FRR and FAR of the proposed system are derived
from all possible cross-matchings. That is, feature extraction
is applied to all remaining preprocessed iris textures and key
retrieval is processed for all stored templates.

4.1 Performance Evaluation

Applying the above described feature extraction procedure sev-
eral parameters have to be set up, such as the dimension of pixel
blocks, the number of different codewords assigned to these
blocks and the values of interest for matching codewords. Best
experimental results were achieved applying the values of in-
terest (5) shown in Figure 6 and 12 x 4 pixel blocks where each
block represents a 2-bit codeword (discretization is applied us-
ing four different grayscale values).

At the time of enrollment three input samples are laid on
top of another in order to generate a representative matching
code. After calculating the transformed matching code the 64
greatest values of these are concatenated to form a 128-bit cryp-
tographic key and according positions are marked in a bit mask
of dimension 256/12 x 64/4 = 21 x 16 applying blocks of
12 x 4 pixels. The resulting key is XORed with a randomly cho-
sen 128-bit error correcting codeword of an Hardamard code,
capable of correcting up to 25% of occurring bit errors.

During authentication feature extraction is performed and
a cryptographic key is extracted applying the according bit-
mask. Figure 4 shows the distribution of incorrect key bits of
genuine as well as non-genuine users after key generation. Sub-
sequently, the key is XORed with the template and Hardamard
decoding is applied. Hardamard decoding is capable of correct-
ing 128/4—1 = 31 bit errors. According to Figure 4 less errors
are corrected in order to provide a zero FAR, thus, Hardamard
decoding is stopped after having corrected a predefined number
of errors, in this case, 16. As can be seen in Figure 5 experi-
mental results reveal a FRR of 6.53% and a zero FAR, respec-
tively. Performance measurements according to other values of
interest and block dimensions are summarized in Table 1.

S Security Analysis

Several known points of attack on biometric systems [17],
which potential imposters may utilize, can be transfered to bio-
metric cryptosystems (e.g. presenting a fake biometric to the

| Values of Interest | Block Dim. [[ FRR (%) |

0 12x4 12.55
0) 12x4 17.58
3) 12x4 8.05
@) 12x4 12.18
) 12x4 6.53
) 15%5 9.39
5) 10x3 8.19
) 8x4 8.23
3) 8x3 8.27
5) 4x4 13.81

Table 1. Performance measurements for the proposed systems
according to different values of interest and block dimensions
(all rates are measured according to zero FARSs).

| Codeword || 00 | 01 | 10 | 11 |
| Occurence (%) || 23.46 | 25.88 | 26.45 | 24.21 |

Table 2. The averge occurence of four different codewords for
the generation of 128 bit cryptographic keys.

biometric sensor). Neglecting these shortcomings, which ev-
ery biometric (crypto)system has to contend with, we analyze
the security of the presented system by examining each part of
stored biometric templates. These must not reveal any infor-
mation about the cryptographic key associated with a user nor
about the biometric data used to generate the key.

Bit-masks, which are stored for each registered user, form
the first part of the template. These do not reveal useful infor-
mation about the key but about the position of codewords out
of which the key is generated. As a result of the applied his-
togram stretching method in the preprocessing procedure, we
found that, by analyzing the occurrence of any practical num-
ber of different codewords, no codeword tends to occur signif-
icantly more often than any other. An example of the avergage
occurence of codewords in extracted keys is shown in Table 2.
That is, positions of reliable components of iriscodes can be
seen independent of grayscale values of iris textures. Since bit-
masks contain only points of distinct positions no information
about the cryptographic key is revealed as long as imposters are
not in possesion of the original biometric data.

As second part of the template we store extracted cryp-
tographic keys, which are bound with error correcting code-
words. The binding of both bitstreams is performed by XORing
these (similar to the fuzzy commitment approach [9]). We are
aware that bit streams of error correction codes underly spe-
cific structures (for a number of 128 bits only 28 = 256 dif-
ferent Hardamard codewords are available). However, since
our key generation process fulfills the requirement of produc-
ing random keys the entropy of resulting bitstreams is expected
to be high. Since the binding is performed in a secure manner
[9, 7], the system does not suffer from any security leakages if
imposters are not in possesion of raw biometric data.

If imposters are in possesion of a person’s biometric data
those are able to utilize stored bit-masks to generate the cryp-



tographic keys associated with the person. Thus, we suggested
a method of generating cancellable biometric keys. By apply-
ing token-based user- or application-specific permutations of
extracted keys fully revocable cryptographic keys are provided.
For example, for the above configuration of cryptographic keys
which consist of 128 bits are permutated. Since codewords
appear randomly comprising permutation parameters becomes
infeasible for imposters.

The main benefit of our system, with respect to template
security, is that we do not store any kind of biometric data,
neither in plain nor in encrypted form.

6 Conclusion and Future Work

In this work we presented an iris-based biometric cryptosys-
tem. Cryptographic keys, which are long enough to be used
in common cryptosystems, are extracted directly out of several
enrollment samples. This is done by applying methods to de-
tect the most constant parts of iriscodes. Achieving a well sepa-
ration of genuine and non-genuine users according to incorrect
bits of generated keys, an error correction code is applied to
overcome biometric variance.

Additionally, the proposed system provides cancelable bio-
metric keys by applying appropriate permutations to extracted
parts of iriscodes. Thus a very high level of security is pro-
vided. Applying a trivial feature extraction method a FRR of
6.53% according to a zero FAR for the generation of 128-bit
keys is achieved, which emphasized the worthiness of this ap-
proach.

Our future work will comprise applying the presented
scheme to existing iris recognition algorithms as well as im-
proving the presented approach in order to extract longer cryp-
tographic keys which we did not focus on yet.
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