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Attack on ’Watermarking Method Based on Significant

Difference of Wavelet Coefficient Quantization’

Peter Meerwald⋆ , Christian Koidl, and Andreas Uhl

Abstract—This paper describes an attack on the recently proposed

’Watermarking Method Based on Significant Difference of Wavelet Co-

efficient Quantization’ [1]. While the method is shown to be robust against
many signal processing operations, security of the watermarking scheme

under intentional attack exploiting knowledge of the implementation

has been neglected. We demonstrate a straightforward attack which

retains the fidelity of the image. The method is therefore not suitable for
copyright protection applications. Further, we propose a countermeasure

which mitigates the shortcoming.

Index Terms—Watermarking, copyright protection, attack, quantiza-

tion.

I. INTRODUCTION

Copyright protection is an important watermarking application

where information identifying the copyright owner is imperceptibly

embedded in multimedia data such that this watermark information is

detectable even in degraded copies. Quantization-based watermarking

is an attractive choice as it combines high watermark capacity with

robustness against manipulation of the cover data. The ability to

embed many watermark bits (in the range of 256 to 1024 bits) allows

to hide a small black-and-white logo image. An extracted logo image

can be used to visually judge the existence of a particular watermark.

Alternatively, the normalized correlation measure between the embed-

ded and extracted watermark provides for numerical evaluation.

Recently, Lin et al. [1] proposed a robust, blind watermarking

scheme based on the quantization of the significant difference be-

tween wavelet coefficients. Their results for a 512 bit watermark

demonstrate good robustness for a wide variety of signal processing

attacks such as JPEG compression, median filtering, sharpening and

mild rotation. However, in the copyright protection scenario, a wa-

termarking method must not only withstand unintentional processing

of the cover data but also intentional, targeted attack by a malicious

adversary.

For the attack scenario in this paper, we assume that we have access

to only a single watermarked image but possess full knowledge of

the implementation details of the watermarking scheme. A public

detector is not available. According to the classification suggested

by Cayre et. al [2], this constitutes a watermark-only-attack (WOA).

Following Kerckhoffs’ principle [3], a watermarking system should

be ’secure’ even if everything except the key is known. Watermark

’security’ versus robustness is a controversial topic. Kalker [4] states

that ’security refers to the inability by unauthorized users to have

access to the raw watermarking channel’.

While general signal processing, geometric and protocol level

attacks [5]–[7] have received ample attention in the literature, only

few works investigate targeted attack directed towards the weakness

of a particular watermarking algorithm. The attacks mounted on

the proposed scheme during the ’Break Our Watermarking Sys-

tem’ (BOWS) contest [8] expose vulnerabilities and indicate design

guidelines for robustness and security to be incorporated in new

watermarking schemes. It is thus worthwhile to consider attacking

a particular watermarking method. Benchmarking may provide a
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robustness evaluation [9], however in the copyright protection sce-

nario a detailed analysis for potential weaknesses is required. For

example, Das et al. [10] describe a successful analysis of another

wavelet-based quantization watermarking method [11]. Although the

scheme demonstrates good robustness against many signal processing

operations, the embedding locations are revealed and can then be

efficiently attacked. We exploit a similar weakness in SDWCQ and

note that [1], [11] both perform ad-hoc quantization of small vectors,

ignoring established security measures such as a key-dependent dither

vector as proposed in the QIM embedding framework [12].

In Section II, we briefly review the watermarking method proposed

by Lin et. al [1] based on the ’Significant Difference of Wavelet Coef-

ficient Quantization’ (SDWCQ). Our attack is presented in Section III

and after discussing the weakness, we propose a countermeasure in

Section IV. Section V provides experimental results of the attack’s

performance and the robustness of the modified scheme. Finally, we

conclude the paper in section VI with cautionary notes.

II. WATERMARKING METHOD

The SDWCQ method [1] selects the LH3 subband obtained by a

3-level DWT for watermark embedding. Consecutive coefficients of

the subband are grouped into blocks of a fixed size, see Figure 1.

The block size 7 is suggested in the paper as a tradeoff between

capacity, robustness and security. A pseudo-random permutation of

the blocks is performed and only the first Nw blocks are selected.

Each block 1 ≤ i < Nw encodes one bit of watermark information

wi ∈ {1,−1} by imposing a constraint on the largest and second

largest coefficient within the block. Let maxi and seci denote these

two coefficient values for each block and maxi − seci denotes the

significant difference. If watermark symbol 1 is to be embedded in

block i, max′i is replacing maxi and set to

max′i =

{
maxi + T, if (maxi − seci) < max(ǫ, T ))

maxi, otherwise
, (1)

where T is a threshold controlling the embedding strength (see [1])

and ǫ is the average significant difference value of all n blocks,

ǫ =

⌊
1

Nw

Nw∑
i=1

(maxi − seci)

⌋
, (2)

where ⌊·⌋ denotes the floor operator. Similarly, to embed −1, max′i
is set to equal seci.
For watermark extraction, an adaptive threshold γ is defined as

γ =

⌊
1

⌊αNw⌋
⌊αNw⌋∑

i=1

ϕ⋆
i

⌋
, (3)

where ϕ⋆
1 ≤ ϕ⋆

2 ≤ . . . ≤ ϕ⋆
Nw

are the ordered significant differences

of the received image and 0 < α ≤ 1 is sensitive to the ratio between

the two watermark symbols. For equiprobable watermark symbols, α
is set to 0.9 (see [1] for details). The differencemax⋆

i −sec⋆i between

the largest and second largest coefficient of each received block is

compared against γ to extract one bit of watermark information w⋆
i ,

w⋆
i =

{
1, if (max⋆

i − sec⋆i ) ≥ min(γ, T )

−1, otherwise
. (4)

To judge the presence of the watermark in the received image, the

normalized correlation (NC) between the embedded and extracted

watermark defined as

NC(w,w⋆) =
1

Nw

Nw∑
i=1

wiw
⋆
i (5)
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Fig. 1. Coefficients blocks in LH3 DWT subband

is compared against a decision threshold ρ. If NC(w,w⋆) ≥ ρ, the
watermark is declared present, otherwise absent. For a watermark of

length Nw = 512 and a false-positive probability of approximately

1.03 × 10−7, ρ is set to 0.23.

III. ATTACK

The security measures employed by SDWCQ are the pseudo-

random permutation of the blocks and the watermark bits. However,

the permutations merely change the order in which blocks are

watermarked and thus the block locations where watermark bits are

embedded in the subband. In case the number of watermark bits

Nw is smaller than the number of available blocks Nb, the attacker

does not know which blocks to target. The application scenario [1]

assumes Nw = 512, block-size 7 and for a subband size of 64× 64
the number of available blocks Nb =

⌊
64·64

7

⌋
= 585. Crucially, the

permutations do not disguise which coefficients make up a block.

Therefore an attacker can derive the values maxj and secj for all

blocks 1 ≤ j ≤ Nb which potentially carry watermark information.

In [1], the authors claim that targeting all largest coefficients would

significantly degrade the image quality and thus the commercial value

of the attacked copy. This is not the case as we show below.

The attack computes the significant difference for all blocks 1 ≤
j ≤ Nb in the subband LH3. If maxj−secj < T⋄

/2, then block j is
presumably carrying watermark symbol −1 which we want to change

to encode 1. Hence, the attack increases the significant difference

between the attacked coefficients max⋄j and sec⋄j

max⋄j =

{
maxj + T ⋄ + ∆, if (maxj − secj) < T⋄

/2)

maxj, otherwise
, (6)

where T ⋄ is a crude estimate of the threshold T used for embedding.

T ⋄ can be easily determined by observing the first sharp increase in

ordered significant differences, see Figure 2. The variable ∆ is a

small positive constant to guarantee that the significant difference is

always > T , thus the extractor will always decode watermark symbol

w⋆
i = 1 for all i (see Eq. 4). We set ∆ = 2 for all images. Results

showing the effectiveness of the attack are presented in Section III.

The watermark can be completely removed with an average PSNR of

54.59 dB between the watermarked and attacked image. Note that [1]

defines 0 < γ ≤ T , therefore we apply min(γ, T ) in Eq. 4, different

from [1, Eq. 6]. Clearly, γ becomes much larger than T under attack

(see Eq. 6 and Eq. 3).

We do not see the point in confining γ ≤ T . In case we lift

the constraint γ ≤ T , we resort to a different attack strategy and

aim to move the significant differences ϕj = maxj − secj close to

the decision threshold γ. The significant difference is increased by

T ⋄+∆1 for blocks likely carrying watermark symbol −1, otherwise
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Fig. 3. Ordered wavelet coefficients ψj for two watermarked images

maxj is decreased by T⋄
/2 + ∆2.

max⋄j
sec⋄j

=


maxj + (T⋄

/2 + ∆1)

secj − (T⋄
/2 + ∆1)

, if (ϕj < T⋄
/2)

maxj − (T⋄
/2 + ∆2)

secj
, if (ϕj < 3T⋄

/2 + ∆2)

(7)

∆1 is set to 2 as before and ∆2 is determined for each image such that

slightly more than 128 likely locations for watermark symbol 1 are

altered (assuming ratio 1 : 1 between watermark symbols). Again,

the watermark can be completely removed. The average PSNR is

53.56 dB, with more detailed results in Section III.

IV. DISCUSSION AND COUNTERMEASURE

The previous section shows how an attacker can exploit knowledge

of the watermarking scheme’s implementation to gain access to the

embedding locations. Specifically, the embedding subband (LH3), the

formation of consecutive coefficients into blocks and the quantization

rule (Eq. 1) are utilized. If kept secret, the embedding threshold

T and the block size can be easily estimated from the received

image. The two pseudo-random permutations (Per(S1,Nw) and

Per(S2, 4096/7) in [1]) fail to protect the embedding locations.

According to Kalker’s definition [4], the SDWCQ method is insecure

because the attacker can manipulate the raw watermark channel of

significant differences and thus remove the watermark while main-

taining a high PSNR for the attacked image. Further, the weakness

permits to copy a watermark to another image.

A simple countermeasure is to establish a key-dependent pseudo-

random mapping of wavelet coefficients to coefficient blocks. For

example, we can apply the pseudo-random permutation function Per
defined in [1] with a secret seed S3 on the wavelet coefficients

of subband LH3, Per(S3, 4096), before grouping non-overlapping

wavelet coefficients into blocks. This modification conceals which

wavelet coefficients make up a block, thus the significant differences

can not be determined and the attack proposed in the previous section

is mitigated. A related alternative modification was proposed

Even without having access to the significant differences, we can

use properties of the SDWCQ method to attack the watermark. First,

the SDWCQ scheme constrains embedding of the watermark to the
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(a) Lena (b) Goldhill (c) Peppers (d) Man (e) Airport

(f) Tank (g) Truck (h) Elaine (i) Boat (j) Barbara

Fig. 4. Ten 512× 512 gray-scale test images

LH3 subband of the DWT. Second, only large positive coefficients

are likely to contribute to the significant difference. Third, setting

max′i equal to seci in order to embed −1 might result in an

increased number of wavelet coefficients pairs with the same value,

thus revealing potential embedding locations of wi = −1.
It is well known that the energy of wavelet detail subband coef-

ficients is concentrated in just a few large coefficients for natural

images. Based on this fact and the first two assumptions above,

we can design an attack which sets all positive coefficients to zero,

excluding only the largest. Formally, let ψ1 ≤ ψ2 . . . ≤ ψNc denote

the Nc = 4096 ordered wavelet coefficients of subband LH3. Then

choose two indices β1 < β2 and set

ψ⋄
j =

{
0, if (β1 ≤ j ≤ β2)

ψj , otherwise
. (8)

Reasonable values are β1 = 1500 and β2 = 3900, see Figure 3.

Since the image’s energy is concentrated mainly in large coefficients

and negative coefficients are hardly affected, the image quality is

not severely degraded. The average watermark correlation is reduced

to 0.156, well below the detection threshold. The average PSNR

between the watermarked and attacked image is 42.57 dB. See Table

IV for detailed results.

V. RESULTS

The implementation of the SDWCQ watermarking scheme, its

modification and the related attacks are available as Python code

at http://www.wavelab.at/sources. For our experiments, we use ten

512×512 gray-scale image freely available from the USC SIPI image

database1, see Figure 4.

We embed a random watermark sequence of lengthNw = 512 with

approximately the same number of watermark symbols 1 and −1 in

each image. Note that Lin et al. [1] also consider the case where the

ratio is 1 : 3 which might be useful for binary logo watermarking

where the logo comprises an uneven number of black and white

pixels. The ratio between watermark symbols affects the embedding

strength in terms of PSNR: with equiprobable symbols, the PSNR

is lower than indicated in [1]. To compensate, we choose T = 12
instead of T = 10.

The Daubechies-7/9 wavelet filter is used for the DWT. The block

size is set to 7 as suggested. For watermark extraction the parameter

α is set to 0.9 to reflect the even distribution of watermark symbols

(see [1, Fig. 12]). In the following we evaluate our attack on SDWCQ

(including the detection variant described in Section III) and on the

modified SDWCQ scheme proposed in Section IV. The experiment is

repeated ten times and we report the averaged normalized correlation

1http://sipi.usc.edu/database/

TABLE I
ATTACK RESULTS ON THE SDWCQ SCHEME AVERAGED OVER 10 TEST

RUNS FOR BLOCK-SIZE 7, Nw = 512, T = 12 AND α = 0.9

Image ∅ NC
∅ PSNR (dB)

(w,a) (o,a) (o,w)

Lena −0.091 54.58 46.89 46.63
Goldhill −0.039 54.64 46.47 45.91
Peppers −0.056 54.47 45.39 45.05
Man 0.006 54.65 43.31 42.85
Airport −0.028 54.53 45.63 45.10
Tank −0.022 54.58 49.71 48.97
Truck −0.014 54.63 45.59 44.96
Elaine −0.063 54.54 47.52 47.37
Boat −0.047 54.69 46.24 45.82
Barbara −0.041 54.60 46.62 46.19

Average −0.039 54.59 46.34 45.88

TABLE II
ATTACK RESULTS ON THE SDWCQ SCHEME (γ UNRESTRAINED)

AVERAGED OVER 10 TEST RUNS (SAME PARAMETERS)

Image ∅ NC
∅ PSNR (dB)

(w,a) (o,a) (o,w)

Lena 0.020 54.42 46.42 46.63
Goldhill −0.109 53.36 45.79 45.91
Peppers −0.023 54.08 45.02 45.05
Man 0.025 51.94 42.70 42.85
Airport −0.108 53.00 45.00 45.10
Tank −0.112 54.22 48.81 48.97
Truck −0.121 52.43 44.79 44.96
Elaine −0.066 54.39 47.01 47.37
Boat −0.040 53.79 45.69 45.82
Barbara −0.014 53.96 46.04 46.19

Average −0.055 53.56 45.73 45.88

TABLE III
ATTACK RESULTS ON THE SDWCQ SCHEME (SYMBOL RATIO 1:3) OVER

10 TESTS RUNS (BLOCK-SIZE 7, Nw = 512, T = 10 AND α = 0.6)

Image ∅ NC
∅ PSNR (dB)

(w,a) (o,a) (o,w)

Lena −0.021 53.13 44.74 45.07
Goldhill 0.083 52.53 44.05 44.33
Peppers −0.043 52.80 43.48 43.62
Man 0.026 50.70 41.04 41.45
Airport −0.030 51.87 43.35 43.64
Tank −0.024 53.58 47.41 47.72
Truck 0.054 51.67 43.08 43.30
Elaine −0.056 53.44 45.62 45.97
Boat −0.063 52.60 43.91 44.21
Barbara −0.031 53.24 44.22 44.49

Average −0.011 52.56 44.09 44.38

(NC) for the extracted watermark as well the PSNR (dB) between

the watermarked and attacked image (w,a), the original and attacked

image (o,a), and the original and watermarked image (o,w).

Table I presents the results of the attack on the SDWCQ water-

marking method. The averaged normalized correlation is close to

zero for all images, the watermark is completely removed. The PSNR

between the watermarked and attacked image is 54.59 dB on average,

significantly higher than the average embedding PSNR of 45.88 dB

between the original and watermarked image. Overall, the PSNR of

the attacked image is 0.46 dB higher compared to the watermarked

image. The results for the SDWCQ variant with unrestrained γ are

provided in Table II. Again, the watermark is completely removed

but the PSNR of the attacked image against watermarked image is

approximately 1 dB lower than before, 53.56 dB.

Regarding the case where the watermark comprises {−1, 1} sym-
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(a) original

image

(b) SDWCQ

attack

(c) modified

SDWCQ attack

Fig. 5. Image quality of cropped image region after attack on the Lena and
Goldhill image; PSNR (dB): 46.78 and 46.51 for the attack on SDWCQ,
41.52 and 36.49 for the attack on modified SDWCQ

bols in the ratio 1 : 3 we note that the scale parameter α for the

detector has to be changed to 0.6 (see [1], Fig. 12) and T = 10
now. It can easily be verified that the detection threshold ρ has

be to adapted to maintain the target false positive error rate. If we

assume a probability of error (PE) of 0.25 for each watermark bit,

the threshold 0.68 results in a probability of false positive error (Pfp)

of 5.86× 10−7 according to [1], Eq. (9). The NC can be reduced to

zero as before, however at a slightly larger expense in PSNR. Note

that in practice is would be sufficient to reduce the NC just below the

detection threshold. The attack performance is illustrated in Table III.

In Table IV we report the results for the proposed targeted attack

on the modified SDWCQ scheme which occludes the embedding

locations. We observe that the normalized correlation, 0.156 on

average, is consistently below the detection threshold of 0.23 (for

a false-positive rate of 10−7). The PSNR between the original and

attacked image is 38.88 dB on average yet the images have good

perceptual quality as confirmed by visual inspection. We also assess

the objective image quality using the SSIM metric [13]. For the

watermarked images, the SSIM is 1 (perceptually identical). The

average SSIM value for the attacked images is 0.98. For comparison,

JPEG compression (Q=95) which has a very minor impact on the

perceived image quality, also yields 0.98 on the SSIM scale. So

even for the low PSNR (o,a) value of 38.88 dB, the perceptual

quality of the attacked images is maintained according to the SSIM

metric. Hence, also the modified SDWCQ method must be considered

broken. The proposed attack would not be successful if the watermark

energy would be spread over more subbands.

In Figure 5 we confirm that the attacked images are visually almost

identical to the original image using cropped 96×96 image regions of

the Lena and Goldhill image. Only in direct comparison, differences

become noticeable; for example the tiles on the roof of the Goldhill

image appear slightly brighter (marked with white circle). The PSNR

between the original and the attacked SDWCQ images shown is

46.78 and 46.51 dB; the PSNR after attack on the modified SDWCQ

scheme is 41.52 and 36.49 dB for Lena and Goldhill, respectively.

With the modified SDWCQ method, the average PSNR of the

watermarked images is more than 3 dB lower compared to the original

scheme for the same embedding parameters. Due to pseudo-random

assignment of the coefficients to a block, the average significant

difference is increased. Hence, in case watermark symbol −1 is

embedded, the coefficient max′i is on average changed by a larger

amount; see Eq. 1. Consequently, the modified SDWCQ scheme does

TABLE IV
ATTACK RESULTS ON THE MODIFIED SDWCQ SCHEME AVERAGED OVER

10 TEST RUNS FOR BLOCK-SIZE 7, Nw = 512, T = 12 AND α = 0.9

Image ∅ NC
∅ PSNR (dB)

(w,a) (o,a) (o,w)

Lena 0.176 46.68 41.88 44.14
Goldhill 0.158 39.83 36.54 40.55
Peppers 0.145 45.37 39.54 41.42
Man 0.132 40.31 36.62 40.20
Airport 0.165 41.02 38.19 42.62
Tank 0.148 42.79 40.59 45.78
Truck 0.157 39.63 37.68 43.80
Elaine 0.156 45.96 40.95 43.20
Boat 0.166 40.16 37.23 41.60
Barbara 0.153 43.99 39.53 42.18

Average 0.156 42.57 38.88 42.55

not suffer from blocks with approximately equal-valued coefficients

due to smooth image regions and the robustness is improved.

The attack on SDWCQ relates to the security of the scheme as

an unauthorized user can gain access to the watermark bits. It is

then possible to alter or copy the watermark. On the other hand,

the attack on the modified SDWCQ scheme relates to the robustness

of the watermarking method as it is not possible to directly alter

individual watermark bits or copy the watermark information.

VI. CONCLUSION

This paper presents an attack on the SDWCQ method, a recently

published watermarking scheme for copyright protection. The attack

exploits knowledge of the scheme’s implementation and the lack

of protection of the embedding locations to completely remove the

watermark with high PSNR. Further, we propose a simple modifica-

tion to SDWCQ which occludes the quantized coefficients’ locations,

inhibiting the attack. However, also modified SDWCQ is prone to a

targeted attack.

We highlight the need for a detailed security analysis, assuming the

attacker is familiar with the watermarking scheme’s implementation.

We expect several quantization based watermarking schemes to be

vulnerable to similar attacks. Evaluation of the robustness against

common signal processing operations is insufficient for watermarking

schemes in the copyright protection scenario.
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