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Abstract. Most approaches for product counterfeit detection are based
on identification using some unique marks or properties implemented
into each single product or its package. In this paper we investigate a
classification approach involving existing packaging only in order to avoid
higher production costs involved with marking each individual product.
To detect counterfeit packages, images of the package’s interior show-
ing the plain structure of the paperboard are captured. Using various
texture features and SVM classification we are able to distinguish drug
packages coming from different manufacturers and also forged packages
with high accuracy while a distinction between single packages of the
same manufacturer is not possible.
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1 Introduction

Counterfeit products are a serious world wide issue affecting all industries. A
recent OECD study [13] reports that in 2013 about 2.5% of the world wide
traded products were faked ones. For the European Union (EU) a remarkably
higher value of 5% for faked and imported products is reported.

In case of medical products counterfeit medicines and drugs lead to an eco-
nomic loss and are all the worse a threat for the health of the consumers and
patients. The International Medical Products Taskforce (IMPACT) of the World
Health Organization (WHO) estimated a share of 1% of faked products in the
developed countries and 10 to 30% in many developing countries [16]. Conse-
quently, medical product authentication is becoming increasingly important. On
European level the Falsified Medicines Directive (FMD) 2011/62/EU should be
implemented until 2018. The overall aim is to improve patient safety stipulating
an efficient anti-counterfighting system. Unique identifiers (2D barcodes) will be
used to track and authenticate each medical package along the supply chain.
A central repository system is required to enable authentication of each pack-
age. Such a system will not be available in developing countries. Furthermore,
it suffers costs and is exposed to getting compromised by the forgers.
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Another approach to verify the originality of a product is to use intrinsic
features visible on the packaging or the product itself. For this work we focus on
authentication of a medical product using intrinsic features from the packaging
surface. Literature in this field relates to package fingerprinting based on the
theory of physically uncloneable functions (PUFs). Paper PUFs use the fiber
structure of paper as physical/intrinsic characteristic. The approaches presented
in [10,1,3] show that the micro-structure in a certain region of a paper or package
material is discriminative enough to identify it. Detailed investigations on paper
identification, using a public available microstructure dataset [18], are presented
in [5,4]. In [5] the authors explore the applicability of two approaches to over-
come geometric distortions. The same approaches and a hybrid one are used to
investigate package identification using mobile phones in [4]. Furthermore, in [6]
a new feature descriptor for micro-structure identification using mobile phones
is introduced. By comparing the performances for different PUFs the results in
[20] indicate that the approach by [3] outperforms the approaches by [18,5,4] but
it requires a commodity scanner. Thus, in [19] the authors showed that mobile
devices and the camera built-in flash lights can also be used to capture images
as required for [3].

As shown, research exclusively deals with identification of paper or packages.
To the best of our knowledge no works which consider paper or package classifica-
tion have been presented so far. Like in the work of [17] we assume that the fibre
structure pattern of the packaging material is suited for classification, i.e. for a
certain medical product the packaging fibre structure shows constant features.
If so, one step for checking the authenticity of a medical product could be to
assess if the packaging material is the same as used for the original product. To
answer this question, we perform a preliminary study for nine different medical
products from three different manufacturers and some forged packages for one
medical product. The results of this work enable to draw conclusions which are a
first step towards medical product authentication using the packaging material.

Section 2 introduces the basic concept of paper classification. The experi-
mental setup and the data set acquisition are described in Section 3. Our ex-
perimental results together with a discussion of these results can be found in
Section 4. Section 5 concludes this paper.

2 Paper Texture Classification

This section describes our proposed approach using paper texture classification
for package counterfeit detection. The general procedure is the following: At first
an image of the interior of the package is taken and several patches are extracted
from random positions in the image. These patches are then preprocessed. Af-
terwards different features are extracted from the preprocessed patches. Based
on these features a classifier returns a decision predicting the class a questioned
image is belonging to (by utilizing a pre-trained SVM). The steps are explained
in the following.
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2.1 Image Acquisition

Several images of the package’s interior are captured at different positions. For
the image acquisition a Canon 70D (100mm lens and flash light), mounted on a
tripod, was utilized. The flashlight was placed besides the package. The camera
is set to the smallest possible distance from the package (about 30 cm) trying
to capture as most as possible of the paper’s fibre-structure. An image of the
acquisition setup can be seen in figure 1 together with an acquired image from
the interior of a sample package.

Fig. 1: Set-up for image acquisition of the fiber structure on the inside of a drug
package (left) and acquired image sample (right).

2.2 Preprocessing

During preprocessing of the images a contrast limited adaptive histogram equal-
ization (CLAHE) [21] is applied in order to improve contrast and enhance the
paper structure. After this contrast enhancement all images are converted to
grayscale and several patches are extracted from random positions in the images
to reduce the computational effort and increase the amount of data that can
be extracted from each package. Figure 2 shows the paper structure of different
packages extracted from the random patches after preprocessing.

Fig. 2: Example preprocessed image patches

2.3 Feature Extraction Techniques

All techniques tested in this work are usually used for texture classification,
image tampering detection and printer/paper identification and are applied on
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the preprocessed images taken from the inside of the package. The techniques
utilized in this work are briefly described in the following list, further information
on the single techniques can be found in the corresponding papers.

– Histogram
Gray-level histogram of all pixels as the extracted feature.

– LBP: Local Binary Patterns
The local binary patterns (LBP) by Ojala et al. [14] observe the variations
of pixels in a local neighbourhood and are represented in a histogram.

– DMD: Dense Micro-block Difference
Texture classification approach by Metha et al. [9] which captures the local
structure from the image patches at high scales, but instead of the pixels
small blocks which capture the micro-structure of the image are processed.

– RI-LPQ: Rotation-Invariant Local Phase Quantization
The rotation-invariant local phase quantization (RI-LPQ) by Ojansivu et al.

[15] consists of two stages: Estimation of the local characteristic orientation
for a given image patch and directed descriptor extraction.

– Dense SIFT: Dense Scale Invariant Feature Transform
Lowe [8] proposed a technique used in object recognition which is commonly
known as scale invariant feature transform (SIFT). This technique is invari-
ant to image scale and rotation and robust against various affine distortions,
addition of noise, illumination changes and changes of the viewpoint.

– GLCM: Gray-level Co-occurence Matrix
Mikkilineni et al. proposed to use gray-level co-occurence features for printer
identification in [11]. The features model the spatial relationships among the
pixels of an image to represent its texture information.

– WP: Weber Pattern
In [12] Muhammad proposed a multi-scale local texture descriptor which was
applied as part of an image forgery framework.

– BSIF: Binarized Statistical Image Features
The Binarized Statistical Image Features (BSIF) proposed by Kannala et al.

in [7] rely on pre-computed local image descriptors which efficiently encode
texture information.

– LSB+JD: Least Significant Bitplane + Jaccard Distance
Extraction of the images least significant bitplane (LSB-plane) and calculate
the Jaccard distance between the LSB-planes of two images.

2.4 Classification Approach

The features extracted with the techniques described in the previous section are
used to classify the images of the various kinds of drug packages.

The classifier is designed according to the improved Fisher vector (IFV) SVM
classifier in [2]. The features are soft-quantized using a Gaussian mixture model
(GMM), decorrelated and dimensionality reduced by PCA to obtain a Fisher
vector (FV) encoding. A pre-trained linear SVM is then used to classify the IFV
encoded features. The SVM is trained using a subset of the package’s images
which is subsequently not used for the testing (evaluation) step.
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3 Experimental Settings

The following section describes the dataset used in this work, which contains im-
ages showing the paper structure of different forged and original drug packages.
Furthermore a description of the two different dataset splits and our evaluation
methodology to avoid overlapping between training and testing data is given.

3.1 Dataset

Table 1: Number of genuine (G) and forged (F) packages in the data set with
drug name, corresponding ID and manufacturer (MF).

ID Name # G # F MF

1 Levitra 3 4 A
2 Kijimea Reizdarm 2 0 B
3 Kijimea Immun 1 0 B
4 Kijimea Derma 2 0 B
5 Narumed 3 0 B
6 Deseo 4 0 B
7 Signasol 2 0 B
8 Neradin 4 2 B
9 Unistop 2 0 C

Unfortunately, only a limited number of drug packages was available for our
work. In particular we have packages of 9 different kinds of drugs from 3 different
manufacturers denoted by A, B and C.

For all 9 kinds of drugs we have genuine packages and for 2 of them we also
have forged packages. The forged packages for the Levitra drug (ID 1) are real
counterfeits confiscated by customs, while the forged packages for the Neradin

drug (ID 8) have been purpose-made by the manufacturer of the drug.
Table 1 lists the number of genuine and forged packages for each kind of drug

(ID 1...9). We acquired 10 to 20 slightly shifted and overlapping images from each
of the packages’ interiors from which 5 patches of 512× 512 pixels are extracted
at random position within each image. The extracted patches correspond to a
section of approximately 4.1× 4.1mm, or 16.81mm

2, of the package. From this
data we generated two distinct data sets to analyze two different issues using
the paper structure of the packages:

1. Is it possible to distinguish different packages of the same manufacturer?
2. Is it possible to distinguish packages of different manufacturers?

The first data set, SMDP (Same Manufacturer Different Packages), contains
images from packages of the same manufacturer, which correspond to the manu-
facturer B in table 1. We only considered packages of this manufacturer since it
is the only one from which we had more than one different type of drug package.

The second data set, FGDM (Forged and Genuine Different Manufacturers),
contains images from all the packages, genuine and forged, from all manufactur-
ers in table 1.
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3.2 Evaluation Methodology

To investigate the two questions of section 3.1, we split the evaluation according
to the two data sets SMDP and FGDM.

For the SMDP data set, where we want to find out if it is possible to dis-
tinguish between different types of drug packages from the same manufacturer,
images having the same drug ID are defined as corresponding to the same class.
A class thus can contain images from different packages of the same drug. Forged
and genuine packages are furthermore split into different classes. This yields 8
different classes, because we have 7 different types of drug packages for manu-
facturer B and for one drug we also have 2 packages, which have been forged by
the manufacturer.

To find out if it is possible to distinguish packages of different manufacturers
(FGDM data set), images having the same manufacturer ID are defined as cor-
responding to the same class. Forged and genuine packages are again split into
different classes for the Levitra drug produced by manufacturer A, but not for
the Neradin drug of manufactuer B because these forgeries have been produced
by the manufacturer and use the same material as the genuine packages. The
different classes for the SMDP and FGDM data set are summarized in table 2.

Table 2: Evaluation classes and corresponding IDs with number of packages

Name # Packages SMDP Class ID FGDM Class ID

Levitra forged 4 - 1
Levitra genuine 3 - 2

Kijimea Reizdarm genuine 2 1 3
Kijimea Immun genuine 1 2 3
Kijimea Derma genuine 2 3 3

Narumed genuine 3 4 3
Deseo genuine 4 5 3

Signasol genuine 2 6 3
Neradin forged 2 7 3
Neradin genuine 4 8 3
Unistop genuine 2 - 4

The acquired images of the drug packages are slightly overlapping, this might
lead to patches of the same image belonging to both, the training and the testing
subset. Hence we used leave one package out (LOPO) for the selection of the
training and testing images/patches: Training is done with randomly selected
patches from all images except the images from one specific package. The patches
for the testing subset are then randomly selected only out of images from this
package. If there is only a single package in a class, like for the class with ID
2 in the case of the SMDP data set, the patches for this class are only used to
train the classifier. Thus, no intra-class comparisons for this class exist and the
average precision is not calculated and shown as 0 in the plots. By using the
LOPO approach for the evaluation, the slight overlap of images from the same
package does not introduce any bias to the results.
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4 Experimental Results

This section presents the results of the conducted experiments and the con-
clusions made from those. We analysed the two cases, at first the separation
according to manufacturer (FGDM) and second the separation of packages all
from the same manufacturer (SMDP).

Table 3: Mean accuracies (mAcc) and mean average precisions (mAP)

Data set FGDM SMDP

Method mAcc mAP mAcc mAP

BSIF 0.428 0.403 0.138 0.171

DMD 0.97 1 0.328 0.423

DenseSIFT 0.91 1 0.37 0.476

GLCM 0.953 0.964 0.14 0.18

Histogram 0.603 0.662 0.145 0.176

LBP 0.758 0.863 0.265 0.272

LSB 0.71 0.818 0.113 0.182

RI-LPQ 0.842 0.888 0.158 0.226

WP 0.861 0.896 0.158 0.197
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Fig. 3: Confusion matrix for DMD, DenseSIFT and GLCM in the FGDM case

Table 3 lists the mean accuracies (mAcc) and mean average precisions (mAP)
for both cases. The mean accuracy corresponds to the mean of the values of the
confusion matrix diagonal. It can be seen that for FGDM the results for Dens-
eSIFT and DMD are close to 100% meaning that almost a perfect classification of
the paper and thus the manufacturer is possible. Consequently, the true forgeries
(corresponding to class 1) can be seperated from the other classes well.

Some example confusion matrices using a heat map for selected feature types
(DMD, DenseSIFT and GLCM) can be seen in figure 3 and figure 5 for the
FGDM and SMDP case, respectively. The numbers on the axes denote the classes
according to table 2, which shows the correspondence of the class labels to the
drug packages. Figures 4 and 6 show the corresponding average precision plots
for FGDM and SMDP, respectively. These confirm that the recognition works
well if the split is done according to different manufacturers and does not work
if the split is done according to different drugs all from the same manufacturer.
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Fig. 4: Average precision for DMD, DenseSIFT and GLCM in the FGDM case
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Fig. 5: Confusion matrix for DMD, DenseSIFT and GLCM in the SMDP case

We do not have any information about which kind of paper is used for the
different drug packages. But the experimental results suggest (distinction be-
tween different types of drugs from the same manufacturer was not possible)
that one manufacturer uses the same kind of paper and the same printing fa-
cility/printing process for his drug packages. As long as the forgers do not have
access to the same kind of printing facility the genuine manufacturers utilizes,
drug counterfeit detection is feasible using our proposed approach.

5 Conclusion

In this paper we investigated whether counterfeit drug package detection us-
ing texture classification based on the intrinsic paper texture is possible. The
available data was split to investigate two different issues.

In the SMDP case (same manufacturer) a distinction between single pack-
ages of the same manufacturer was not possible. We concluded that this is not
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Fig. 6: Average precision for DMD, DenseSIFT and GLCM in the SMDP case
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possible because all packages have very likely been produced using the same
manufacturing process and therefore share a very similar paper structure.

In the FGDM case (different manufacturers) it was indeed possible to classify
different genuine and forged packages with high accuracy. This indicates that it
is possible to identify counterfeit packages not produced by the original manu-
facturer, since they are most likely being produced in a different manufacturing
facility and hence do not share a similar paper structure. The class containing
the forged packages and the classes containing genuine packages could all be
clearly separated in this case.

This promising results however have to be taken with a grain of salt because of
the small data set size and the availability of only a few real counterfeit packages.
Hence the first step of our future work is the acquisition of more test data, i.e. a
higher number of distinct types of drug packages and even more important more
counterfeit and genuine packages of the same type of drug. In addition we want
to acquire further information about the printing and manufacturing process of
the packages.
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