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ABSTRACT 2. MULTIPLE RE-WATERMARKING

Wavelet packets are shown to be a possible means to limit watermaMost of the research effort in the field of multiple watermarking has

interference in multiple re-watermarking algorithms. It turns out thatbeen invested into segmented watermarking, however, not a time or
when demanding a certain distance among wavelet packet subbagpatial domain segmentation is used but instead the data partitioning
trees, a significant improvement of watermark detection correlatiofs employed in a transform domain in most cases (e.g. wavelet-based
values may be achieved in such a scenario. techniques have been described embedding multiple marks into dif-
ferent subbands — see e.g. [3]). There are differences concerning
the purpose of multiple embedding of robust watermarks. Whereas
the majority of the schemes developed aims at embedding a single
watermark multiple times in order to increase the robustness, only
few suggestions focus on embedding actually different watermarks
(e.g. [2]). We aim at the latter scenario as described in the following.

. ) ) The embedding of unique watermarks for receiver identification
Watermarking has been proposed as a generic technique to solve VRl calledfingerprinting In case a cover medium is sold, it may be

ious problems associated with topics in the areas of digital rightg interest that information concerning both, the original owner and

management (DRM) and multimedia security. Whereas watermarky,q recipient, are embedded. In case re-selling occurs, each time the

ing has evolved to a mature technology in the last decade, severglyer medium is sold the corresponding informations can be embed-
issues remain to be solved.untlll large scale dgployment is to be e¥q using watermarking technology. In this case wetcare back
pected. Multiple watermarking is one of those issues. _ the way of the cover medium to its origin and are able to reconstruct
~ Multiple watermarks can be used to address multiple applicathe entiretrading chain We want to support this scenario with mul-
tions or one application may be addressed several times [1]. FQple watermarking technology. Fingerprinting solves the question
cusing on the way how single watermarking techniques are actuallyhat to embed but noliow to embed it.
fused into multiple watermarking schemes, Sheppard et al. [2] dis-  composite watermarking is not very useful in this scenario since
tinguish three main categories of multiple watermarking techniqueshe multiple watermarks are embedded simultaneously. Segmented
1. Composite watermarking: All watermarks are combined intoWaltermarking suffers from the fact that at least the appro_ximate num-
’ a single watermark WhicH is subsequently embedded in Onber of watermarks to be embedded needs to be !(nown in advance to
single embedding step auarantee at least sub optimal usage of the available resources (e.g.
' embedding capacity). Therefore, successive or re-watermarking
2. Segmented watermarking: The host data is partitioned intgeems to be the most promising approach for our target scenario.
disjoint segments a priory and each watermark is embedded Fig. 1 visualizes the basic concept of our target scenario. We
into its specific share. embed three marks4( B, C) successively into the imagg using
3. Successive watermarking: Watermarks are embedded one &ome embedding technique After inserting the marks, we result
ter the other. This approach is also dendRedwatermarking ~ in the respectively marked imagés, /4,5, and/, z,c from which
in literature. the watermarks have to be extracted accordingly.

In this work, we focus on multiple fingerprinting using re-
watermarking employing robust embedding techniques. A con-

densed overview of multiple watermarking technology as described

in literature is given in Section 2 in addition to a description of tech- b O I O e [—®— lasc
nological requirements for our target application scenario. Section
3, being the main contribution of this work, introduces a wavelet
packet based concept for multiple watermarking enforcing a certain
amount of disjointness in frequency space of the wavelet packet This scenario has been already investigated in literature. Two
subband structures employed. Experiments show improvemenisdependent studies [2, 4] report on multiple re-watermarking by
over the standard technique using a fixed pyramidal decompositiosimply embedding different marks successively. Decreasing water-
Section 4 concludes the paper. mark correlations for an increasing number of embedded marks is
found in the case of non-blind algorithms, whereas generally lower

The work described in this paper has been partially supported by th®ut not further decreasing correlation values are seen for blind algo-
Austrian Science Fund, project no. 19159. rithms.

Index Terms— multiple watermarking, re-watermarking, ro-
bust watermarks, wavelet packets

1. INTRODUCTION

Fig. 1. Multiple Re-Watermarking scenario.




In this work, we propose a strategy how the observed watermarhich is initialized as an empty string. Then, during the tree traver-
interference can be avoided or decreased. In a recent systematic sal, for each node a 1, 2, 3 or 4 is appended to the string, if the
vestigation [5] we have shown that the use of different frequencyirst, the second, the third or the fourth child node is further subdi-
bands for embedding is more efficient for avoiding watermark intervided, which means it contains more children nodes. Additionally
ference in re-watermarking as compared to the use of just differeran “U” is appended to the string if there are no more subdivisions in
embedding domains. In the following, we exploit this observationthe children nodes and the traversal goes back one level towards the
by using varying wavelet packet decomposition structures for waterroot.
mark embedding in multiple re-watermarking. On the one hand, the Fig. 2.b shows an example quadtree which results in the decom-
proposed approach is a sort of segmented watermarking, since tpesition string
general idea of partitioning frequency space is employed. However,
we do not demand a strictly disjoint partition and we do not requirel 12UU32UUU2U312UU33UU43UUU434UU44U0UU
a priori knowledge about the number of watermarks to be embed- . o .
ded. Therefore, the suggested solution can be used for successygere the numbering scheme shown in Fig 2.a is used.
watermarking on the other hand.

1 | lower left quadrant :FEFE Bl1| 0.1
3. VARYING WAVELET PACKET SUBBAND 2 | lower right quadrant B2 | 0.08
STRUCTURES IN RE-WATERMARKING 3 | upper left quadrant B3 | 0.06
4 | upper right quadran B4 | 0.86

In previous work, we have employed key-dependent wavelet packet
subband structures as a means to enhance security of the underlying 3y Numbering
watermarking schemes and could demonstrate increased resistance

against unauthorized detection attacks and against unauthorized re- Fig. 2. Quadtree measure generation and example results.

moval attacks [6] by using the idea of secret key-dependent embed- Using this procedure the decomposition stridg$; and DS,

ding domains. for t - dtree®, andT: ted. The stri
The strategy for the multiple embedding approach is as follows!©" WO gIven quadlreées, and.ls are created. The strings are com-
ﬁred character by character. As long as the strings are identical we

we generate a wavelet packet subband structure randomly and ins . g . .
the first watermark using this decomposition structure for embe Enow that the underlying quaditree structure is identical too. A dif-

: . . . ference at some position in the strings means that one of the strings
ding. Two variants for generating subband structures are used: . .
g 9 9 has further child nodes where the other quadtree has no child nodes.

Decomposition 1 For this method we start at the root of the decom-When such a situation arises the decomposition string which con-
position quadtree and use a 50% probability for each subbanthins more children nodes at this position is scanned further until
in the tree to decide whether it should be decomposed furthethe string traversal reaches again the quadtree position of the other
or not. This strategy potentially generates all possible decomeguadtree node which has no more children nodes. During this pro-
position trees. cess for each character of the first string the difference véluis

Decomposition 2 Decomposition 1 tends to generate shallow UPdated according to the depth level of the different children nodes

. : . P 1 i i
quadtrees since the existence of a subband located at a hig§ follows:dv = dv + 5, whered is the depth of the children nodes
level in the tree requires several “decompose” decisions in Aot contained within the other quadtree. This process is repeated un-

row. This has a significantly lower probability of course than til D'S1 and DS> are scanned until their endsiv then represents
the sum of probabilities of all the possible decisions leadingth® number of different nodes with the according depth levels taken
to a non-existence of that subband. Therefore a techniqui'to account. Therefore a difference in upper levels of the quadtrees
from [6] is adopted to randomly generate subband struc€ontributes more to the difference value than a difference deeper in
tures where all possible trees are of almost equal occurrendf€ quadtree. Finally, to norm the distance value between 0 and 1
probability. the resulting difference value is divided by the sum of the lengths of
. DSy andDSg.

For embedding the next watermark, we generate the next ran-  Fig. 3 shows four quadtrees B1 - B4 which exhibit a different
dom subband structure, use it for embedding, and so on. This igmount of similarity with tree A. Obviously, the tree most similar to
repeated until all watermarks are embedded. However, randomlx js B3, followed by B2 and B1. B4 is most dissimilar. The example
selecting frequency subbands for embedding is not much differefajues of our distance measure shown in Fig. 2.c exactly reflect this
to randomly distributing a watermark across different frequenciegpservation.
— basically, this approach does spread spectrum in a full wavele*
packet decomposition, so there is not much reason why this tecl +
nigue should be better than pure spread spectrum in the pyramid
wavelet domain alone.

Therefore, in order to improve on pure spread spectrum, we in

(b) Example (c) Distances

troduce a measure to determine the distinctiveness of the generat () tree A

quadtrees to gain control over the frequency bands used for embe T

SRR | P
3.1. A Quadtree Distance Measure ‘ ++ ‘

A decomposition string is a string representation of a quadtree whic @ e (e tree B2 (d) trez B3 (e) tree B
is obtained by an pre-order traversal (i.e. depth-first traversal) of

the quadtree. LeDS be the decomposition string of a quadt®e Fig. 3. Quadtree examples.



3.2. Experimental Setting and Results mark can be detected with a correlation value equal to that of single
. . embedding, the detection correlation value decreases for watermarks
For illustrating our approach we have chosen the two well known efurther left in the plot (embedded at an earlier stage)
bpp ?nd.d512<| 5:Lt2dp|rxelslt|m%8ei Leréa agd I?art;tararfornvmlcb The decrease in correlation is obviously due to watermark in-
¥Ve P O\lé.' e?_e eltk:)e ) 3su Is z bavF? tasi/l ou scl)d \f/va € Ot € K tErference which is strongest for the first mark embedded (at the
ermarking 1oo’box™ developed by Feter Vieerwald Tor watermark |oq o position) since the signal extracted for detection (the dif-
embedding and de.tectlon, unless denoted otherW|sg all embedd.'n\%ﬁence between the marked image containing all embedded marks
have been donc_e with the default parameters of the |mplementat|o?.AJB’C and the original imagé in this case) is a signal involving all
For demonstrating our approach, we employ the wavelet-based Wai,p o 4ed watermarks. In the MTWWM algorithm, large transform
tgrm_arklng scheme of Wang et a_l. [7]. In th'.s algorithm, a Gauss"""Eoefficients are selected to be manipulated for watermark embed-
distributed watermark is added in a specifically scaled way to th%ing — on the one hand the set of marked coefficients changes from
most significant wavelet coefficients, which are selected based o e marking stage to the next (which causes the detection to lose
successive su_bband quantization (SSQ). This procedure OI'iginat‘%?nchroniza’[ion), on the other hand a significant number of coeffi-
ILom trs: Multt;]—'[hre\i/ho(ljd r\:Vztivcstheit c?der?th(r'\r?TW(l\:/l)T(\j/\?\\;\?ll\;I) p'e\zﬂd Itt)iy cients is selected repeatedly, which causes the watermark embedding
€ same authors. Ve denote this aigo as (Mu “process to partially overwrite the previously embedded information
Threshold Wavelet Watermarking) in the following. which degrades correlation
. Since the Wgtermarking algorithm_used is a non-blind technique, As a first step to improve detection correlation, we employ ran-
itis operateq .W'th correct reference images (|m_ages potentially .aldf)mly chosen wavelet packet subband structurés for embedding.
:ge:jd;gg?;ﬁméng Jse\;grraé;eTgtﬁ big:EBegnb;?d'n%rzgs(zlt(insumeﬁlg. 4 indeed clearly confirms our expectations that this strategy
+ €914 9 A.B 9 alone does not at all improve the detection correlation in our sce-

mark C' — instead of the original) in the detection process. All nario — the polygon denoted asean valueshows corresponding

experiments have been repeat_ed 50 times using randomly Chos%‘sults and exhibits almost identical values as those obtained with
watermarks, averaged correlation results are presented as well S standard (pyramidal) MTWWM technique. Identical results (i.e
the interval of all values observed. In these experiments, differen ’ e

watermarks and different embedding keys are chosen each time for improvements) are observed for Decomposition 2 as well.

embedding.
Fig. 4 illustrates the observations concerning watermark inter-
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# Watermarks in image watermarks, tree distance enforced, Barbara image.

Fig. 4. Detection response of MTWWM algorithm (4 levels, length Using now the wavelet packet approach in combination with the
100) with Decomposition 1 for embedding 10 watermarks, Barbarguadtree distance measure, we randomly generate wavelet packet
image. subband structures, but for embedding we accept only those gener-
ated trees, which exhibit a certain amount of dissimilarity as com-

The polygon denoted agd mean valushows the average de- .
tection correlation values resulting from re-watermarking using th@red to all other trees used for watermark embedding before. For a

standard algorithm with pyramidal wavelet decomposition. The redistance value- 0.2, we see that the correlation values are improved
sult graphs (and all following graphs as well) have to be read andignificantly (Figs. 5to 7). L o
interpreted as follows10 watermarks have been embedded and the ~ While for Decomposition 1 correlation is improved with differ-
final image containing all marks is fed into the detection proces@m extent for the two images, average correlation for Decomposition

for all marks. The mark at the rightmost position on the x-axis has IS improved consistently by.2 as compared to the standard case
been embedded as the last mark, all other indicated positions on tq@d even the lowest values found are slightly better then the average
x-axis are ordered in time in the same manner. Note that the nun¥@lues of the standard algorithm. Obviously, the greater richness of

ber on the x-axis therefore does not denote the number of embeddif Subband structures of Decomposition 2 leads to better results as
marks (since it is always 10) but visualizes the time order in whicHompared to Decomposition 1 which suffers from the shallowness

the 10 marks have been embedded. of its trees. . . .
We notice a typical behaviour for non-blind algorithms when Thus, demanding a certain degree of tree difference makes sense

used in multiple re-watermarking: whereas the last embedded wate$ince this obviously corresponds to a lower degree of overlap in fre-
guency resolution. As a by-product, we could even improve image

Lhttp:/iwww.cosy.shg.ac.at/ ~pmeerw/Watermarking/ quality in some cases (e.g. by 2dB PSNR for the Lena image). Sim-
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Fig. 6. Detection response of MTWWM algorithm (3 decomposi-

(i.e. a subband structure previously used for an “older” watermark
is intentionally re-used for some purpose) the advantage of higher
detection correlation is lost and the performance of the scheme re-
duces to that of the standard technique operating in the pyramidal
wavelet domain. To maintain the advantage under such conditions,
the subband structure information has to be encrypted.

4. CONCLUSIONS AND FUTURE WORK

It has been demonstrated that watermark interference in wavelet-
based multiple re-watermarking algorithms can be controlled in prin-
ciple by using wavelet packet subband structures exhibiting a certain
amount of dissimilarity. In future work we will address the following
issues:

e Extension of the technique to blind and quantization-based

tion levels, length 1000) with Decomposition 1 for embedding 10 watermarking schemes.

watermarks, tree distance enforced, Lena image.
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Fig. 7. Detection response of MTWWM algorithm (3 decomposition

levels, watermark length 1000) with Decomposition 2, tree distance

enforced, Barbara and Lena images.

ilar results with respect to detection correlation improvement and

PSNR are obtained for a wide class of images.

e Instead of randomly generating and assessing trees, a con-
structive solution should be found to generate the tree with
the maximum distance to a set of given trees.

e Estimation of the number of trees available exhibiting a cer-
tain distance among each other.
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